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Styrelsen och verkstéllande direktdren for Svenska Brasserier AB avger foljande arsredovisning och
koncernredovisning for rakenskapsaret 2025.

Arsredovisningen ir upprittad i svenska kronor, SEK. Om inte annat sirskilt anges, redovisas alla belopp
i hela kronor (kr). Uppgifter inom parentes avser foregaende ar.

Forvaltningsberittelse

Information om verksamheten

Bolaget bedriver restaurangverksamhet genom dess dotterbolag. Svenska Brasserier dr samlingsnamnet
som knyter ihop gruppens verksamhet, och syfte: att skapa lycka genom vardegrunden tillgdnglighet,
trovardighet, underhéllande och generositet. Restaurangerna bedrivs genom egna varumérken med egen
identitet och géstupplevelse.

Foretaget har sitt séte i Stockholm.

Visentliga hindelser under rikenskapsaret

Under 2025 har fokus legat pé att optimera driften pa de restauranger som ingar i Svenska Brasserier, och
samtidigt fortséitta varda och forfina den upplevelse vi erbjuder véra géster. Det fysiska besoket pé
restaurangerna kidnns mer relevant dn pa ldnge och fyller en viktig funktion for manga méanniskor.

Koncernens omséttning har utvecklats mycket vil under aret samtidigt som kostnadsbasen minskat vilket
bidragit till en vésentlig forbattring av resultatet.

Under borjan av 2025 gjorde Svenska Brasserier en nyemission dér bolaget tog in 30,2 Mkr. Trots en
positiv utveckling fran gjorda investeringar har styrelsen bedomt att en nyemission, for att stirka
balansridkningen, bast gynnar bolaget och dess aktiedgare.

Vi ser ett fortsatt stort behov av att gd ut och métas fysiskt pa en vilkomnande plats dér vi kdnner oss
trygga. Motet mellan ménniskor dr av stor vikt och vi som bransch har en viktig uppgift att fylla nir
méanniskor méts. Vi gor det genom att erbjuda upplevelser diar mat, dryck god service kombineras med
design, musik och konst, i olika prissegment och ldgen pa alla véra restauranger.

Viéra tre nya restauranger i Gondolenhuset har fortsatt sin fina utveckling och omséttning liksom
lénsambhet forbittras.

Aven de nya restaurangerna i NK-huset som drivs tillsammans med Tommy Myllymiki och Pi Le - med
Bobergs Matsal i spetsen utvecklas fint med 6kad omséttning och forbattrade resultat.

Sturehof har under éret fortsatt resan i sina nya lokaler och visar bade fin tillvixt samt forbéttrad
Ionsamhet. De lokaler som renoverats under 4 &r kommer att 6ppna igen i april 2027 da Sturehof
samtidigt firar 140 ar. Med ett komplett Sturehof innebér det att restaurangen blir Sveriges i sarklass
storsta restaurang med néstintill fordubblad kapacitet jamfort med idag.

Riche & Teatergrillen har aterigen haft ett starkt &r med dkad omsittning och forbéttrat resultat samtidigt
som jobbet med att forfina gistupplevelsen fortsitter.
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Koncernens investeringsniva har under aret varit 1ag. I &r och nésta ar fortsitter investeringarna att ligga
pa laga nivaer. Vi kan se tillbaka pa investeringarna som gjorts de senaste dren och konstatera att de har
blivit mycket lyckade, bade ur ett tillvaxt- och 16nsamhetsperspektiv. Med en fardiginvesterad koncern,
och mot bakgrund av framgangarna under 2025, ser vi fortsatt ljust pa den framtida utvecklingen. Med
den goda resultatutvecklingen forbéttras dven nettoskulden markant.

Under aret genomfordes koncerninterna fusioner i syfte att forenkla organisationsstrukturen, minska
interna rantefloden samt reducera administrationen. Fusionerna innebar att AB Skrdja Forvaltning samt
AB Helsing Restaurang Forvaltning uppgick i Svenska Brasserier AB.

Foretaget har fortsatt investerat i kompetensutveckling inom aktuella omrdden som arbetsritt och
schemaldggning. Att skapa modiga och duktiga beslutsfattare och ledare ar ett prioriterat omrade och
bolaget investerar l16pande i sina medarbetare. Med en alltmer komplex omvirld att navigera i, och med
prisnivaer pa en vésentligt hogre niva, okar kraven pa att kunna parera dessa utmaningar, vilket i sin tur
stiller stora krav pa personalen och vara ledare.

Koncernens tradgardsodling vid Ulriksdals Virdshus fortsétter att bidra med cirka 6 % av koncernens
samtliga inkop av frukt & gront. Det dr liknande nivaer som foregaende &r och en siffra vi dr vildigt
stolta 6ver och som visar tydligt att vart hallbarhetsarbete och fokus péa hallbar konsumtion och
produktion samt biologisk mangfald och ursprung #r viktigt for hela koncernen. Aven jamstilldhet ar
hogt prioriterad.

Koncernen har tidigare aviserat ambitionen att gé till borsen, vilket inte férédndrats och forberedelser
pagér for att vara redo nir marknadsldget r det réitta och bolaget redo. Bolagsstyrning tillsammans med
policys och internkontroll &r viktiga frdgor som bolaget jobbar hart med. Svenska Brasserier vill driva
branschen framét och vi anser det viktigt att bolag i var bransch finns pé kapitalmarknaden for att 6ka
attraktivitet och bidra till en hallbar niring over tid.

Forvintad framtida utveckling samt visentliga risker och osikerhetsfaktorer

Svenska Brasserier forvéntas fortsitta vixa ungefar i samma takt som 2025, och samtidigt fortsétta
forbattra resultatet. Utover fortsatt fokus pa att optimera driften av gruppens restauranger och darmed
forbattra lonsamheten péagar forberedelserna infor 6ppning av det kompletta Sturehof i borjan av april
2027. Samtidigt kommer vi, som alltid, fortsétta arbetet med att varda och utveckla géstupplevelsen.
Investeringarna kommer att vara minimala under 2026.

Svarigheterna att hitta bra personal har minskat och koncernen lyckas fylla de vakanser som uppstér pa
ett bra sitt.

Med en vixande koncern och ddrmed storre paverkan pé var omgivning kommer ett 6kat ansvar for
Svenska Brasseriers miljopaverkan. For den som vill 1dsa mer om det samt om personalfragor och sociala
aspekter hanvisar vi till var héllbarhetsrapport. Var ambition &r att bygga ett motstandskraftigt och
utvecklingsorienterat foretag. Vi har uppréttat hallbarhetsrapporter sedan 2018 och alla rapporter ligger
tillgdngliga pa var hemsida.
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Agarforhillanden
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Av Svenska Brasserier ABs 12 162 459 totala antal aktier s finns det tva aktiedgare som dger mer dn
10% av aktierna. Matilda Jackson dger 3 852 670 aktier vilket motsvarar 31,68% av totala aktiekapitalet
och IKAB AB dger 1 253 728 aktier vilket motsvarar 10,31% av det totala aktiekapitalet. Totalt dger

derra tvé parter 41,99% av Svenska Brasseriers utstillda aktier. Alla aktier ar rostberittigade och

motsvarar en rost per aktie

Flerarsoversikt (Tkr)
Koncernen

Nettoomséttning

Resultat efter finansiella poster
Balansomslutning

Soliditet (%)

Antal anstéllda

Moderbolaget
Nettoomséttning

Resultat efter finansiella poster
Balansomslutning

Soliditet (%)

Antal anstéllda

Forandringar i eget kapital

Koncernen

Belopp vid arets ingéng
Kvittningsemission
Erlagda aktieédgartillskott
Omrékningsdifferens
Transaktioner utan
bestimmande inflytande
Arets resultat

Belopp vid arets utging

2025 2024 2023

730 763 682 867 537900

918 -46 334 -35394

358314 388 969 376 317

neg neg neg

445 445 440

2025 2024 2023

30 085 23 586 0

117 877 -32 870 -9 744

380 086 336 284 291 064

84,8 80,9 95,2

35 31 23
Annat eget
Ovrigt kapital
Aktie- tillskjutet inkl. arets
kapital kapital resultat
743383 153881257  -236 355 808

47177 30605211

-2 590 000
11 233583
1186 547
790 560 184 486 479  -237 992 844
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2022
511 549
5622
315063
neg

363

2022

0

1570
262 956
99,6

0

Minoritets-
intresse

1 823 456

-582 909
784 181
2024728

2021
382278
-1435
236 700
neg

253

2021
0

950
119 739
54,1

0

Totalt

-79 907 712
30 652 388
-2.590 000

-233 572

-582 909
1970 728
-50 691 077
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Aktie- Uppskriv- Balanserat Arets Totalt
Moderbolaget kapital ningsfond resultat resultat
Belopp vid arets ingéng 743 383 276 341 184 -5020686 272 063 881
Disposition enligt beslut
av arsstimman:

Balanseras i ny rdakning -5 020 686 5020 686 0
Kvittningsemission 47 177 30 605 211 30 652 388
Uppskrivningsfond 5902917 5902917
Fusionsresultat -144 249 779 -144 249 779
Arets resultat 158 036930 158 036 930
Belopp vid arets utging 790 560 5902917 157675930 158 036 930 322 406 337

Villkorade aktiedgartillskott uppgar per balansdagen till 450 000 kr (450 000 kr).

Forslag till vinstdisposition
Styrelsen foreslar att till forfogande stdende vinstmedel (kronor):

balanserad vinst 157 675 930
arets vinst 158 036 930
315712 860

disponeras sa att
i ny rdkning 6verfores 315712 860
315712 860

Koncernens och moderbolagets resultat och stillning i 6vrigt framgér av efterfoljande resultat- och
balansrikningar samt kassaflodesanalyser med noter.
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Koncernens
Resultatrikning

Nettoomséttning
Ovriga rorelseintékter

Rorelsens kostnader

Révaror och fornddenheter

Ovriga externa kostnader

Personalkostnader

Avskrivningar av materiella och immateriella
anlidggningstillgdngar

Ovriga rorelsekostnader

Rorelseresultat

Resultat fran finansiella poster

Resultat fran andelar i koncernforetag

Resultat fran andelar i intresseforetag

Ovriga ranteintidkter och liknande resultatposter
Réntekostnader och liknande resultatposter
Resultat efter finansiella poster

Resultat fore skatt

Skatt pé arets resultat
Uppskjuten skatt

Arets resultat

Minoritetens andel 1 arets resultat
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Not

2,3

10
11

13

2025-01-01
-2025-12-31

730 762 650
764 789
731 527 439

-185 505 642
-180 721 267
-309 144 070
-38 525 822
-3203 487
-717 100 288
14 427 151

0

-1 108 429
91313
-12.492 076
-13 509 192
917 959

917 959

-472 830
1525599

1970 728

-784 181
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2024-01-01
-2024-12-31

682 867 377
367 236
683 234 613

-177 235 068
-181 957 149
-302 196 556
-37711 184
-5 984 098
-705 084 055
-21 849 442
1526 907

-5 064 245
117 232

-21 064 874
-24 484 980
-46 334 422
-46 334 422

-919 704
1 829 530

-45 424 596

3796 388
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Koncernens
Balansrikning

TILLGANGAR

Anlaggningstillgangar

Immateriella anléiggningstillgangar

Balanserade utgifter for programvaror och andra
utvecklingsarbeten

Hyresritter och liknande réttigheter

Varumaérken samt liknande réttigheter

Goodwill

Péagéaende utvecklingsarbeten och forskott avseende
immatriella anldggningstillgdngar

Materiella anléiggningstillgangar
Forbattringsutgifter pa annans fastighet
Inventarier, verktyg och installationer
Péagéende nyanldggningar och forskott avseende
materiella anldggningstillgangar

Finansiella anléiggningstillgingar
Andelar i intresseforetag

Andra langfristiga vardepappersinnehav
Uppskjuten skattefordran

Andra langfristiga fordringar

Summa anliggningstillgdngar

Omsittningstillgangar

Varulager m m
Révaror och fornddenheter

Kortfristiga fordringar

Kundfordringar

Aktuella skattefordringar

Ovriga fordringar

Forutbetalda kostnader och upplupna intékter

Kassa och bank

Summa omsiittningstillgdngar

SUMMA TILLGANGAR
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Not

14
15
16
17

18
19
20
21
24,25
27

28
29

30

31

2025-12-31

2307 537
4 568 333
32 446 565
6 843 380

715 800
46 881 615

152 401 851
62263 690

91 481
214 757 022

2007 504
2 862 862
2378290

435029
7 683 685

269 322 322

32401 710
32401710

9707 576
3547 509
13 412 775
19 157 023
45 824 883

10 765 152
10 765 152

88 991 745

358 314 067
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2024-12-31

3406 651
5278333
39336 899
9172076

678 800
57 872 759

161 918 958
75233 051

818170
237970 179

525933
2 860 362
2425018

361 710
6173 023

302 015 961

30 990 887
30 990 887

6 957 781
3373442
17 554 597
19 690 009
47 575 829

8 385 854
8 385 854

86 952 570

388 968 531
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Koncernens Not
Balansrikning

EGET KAPITAL OCH SKULDER

Eget kapital

Aktiekapital

Ovrigt tillskjutet kapital

Annat eget kapital inklusive arets resultat
Arets resultat

Summa eget kapital

Minoritetsintresse

Avsittningar for uppskjuten skatt 34

Langfristiga skulder 35
Réntebédrande skulder
Ovriga skulder

Kortfristiga skulder

Checkrikningskredit 36
Forskott fran kunder

Leverantorsskulder

Réntebarande skulder

Ovriga skulder

Upplupna kostnader och forutbetalda intikter 37

SUMMA EGET KAPITAL OCH SKULDER

Dokument-ID 09222115557574870782

2025-12-31

790 560

184 486 479
-239963 572
1970 728
-52 715 805

2024 728
2024728

6917 475
6917 475

129267 613
5500 000
134 767 613

9722221
804 605

58 069 213
60 077 184
34282 483
104 364 350
267 320 056

358 314 067
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2024-12-31

743 383

153 881 257

-190 931 212
-45 424 596

-81 731 168

1 823 456
1 823 456

8475075
8475075

161 978 720
9256 258
171 234 978

22 972 461
390 620
59139 559
73 032 245
36 610 723
97 020 582
289166 190

388 968 531
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Koncernens
Kassaflodesanalys

Den lopande verksamheten

Resultat efter finansiella poster

Justeringar for poster som inte ingér i kassaflodet m.m
Betald skatt

Kassaflode fran den lopande verksamheten fore
fordndringar av rorelsekapital

Kassaflode fran foriandringar i rorelsekapital
Foréndring av varulager och pagéende arbeten
Forandring kundfordringar

Forandring av kortfristiga fordringar

Forandring leverantorsskulder

Forandring av kortfristiga skulder

Kassaflode fran den lopande verksamheten

Investeringsverksamheten

Investeringar i immateriella anldggningstillgangar
Avyttring av immateriella anldggningstillgdngar
Investeringar i materiella anldggningstillgangar
Avyttring av materiella anldggningstillgangar
Investeringar i finansiella anldggningstillgangar
Investering i intresseforetag

Kassaflode fran investeringsverksamheten

Finansieringsverksamheten

Nyemission

Upptagna lan

Amortering av 1an

Forandring checkrakningskredit

Kassaflode fran finansieringsverksamheten

Arets kassaflode

Likvida medel vid érets borjan
Likvida medel vid arets slut
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Not 2025-01-01
-2025-12-31

917 959
38 47034 931
-632 170

47 320 720

-1410 823
-2749 795

5440 793
-1 378 229
-9 774 742
37 447 924

14, 18 -390 800
14 -297 083
19, 20, 21 -4 293 744
20 -679 815
-2 590 000

0

-8 251 442

25900 824
35000 000
-74 467 773
-13 250 240
-26 817 189

2379293

8 385 859
10 765 152
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2024-01-01
-2024-12-31

-46 334 422
49 409 051
-7478 015

-4 403 386

4536 525
-1 132100
-2 188 762
7135678
26 043 519
29991 474

-530 534

0

-34 956 182
0

0

-3493 035
-38 979 751

0

35177 000
-28 108 482
2981 156
10 049 674

1061 397

7 324 457
8 385 854
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Moderbolagets
Resultatrikning

Nettoomséttning
Ovriga rorelseintékter

Rorelsens kostnader

Révaror och fornédenheter

Ovriga externa kostnader

Personalkostnader

Avskrivningar och nedskrivningar av materiella och
immateriella anldggningstillgangar

Ovriga rorelsekostnader

Rorelseresultat

Resultat fran finansiella poster

Resultat fran andelar i koncernforetag

Ovriga réanteintidkter och liknande resultatposter
Réntekostnader och liknande resultatposter
Resultat efter finansiella poster
Bokslutsdispositioner

Resultat fore skatt

Skatt pa &rets resultat

Arets resultat

Dokument-ID 09222115557574870782

Not

2,3

10
11

12

13

2025-01-01
-2025-12-31

30 084 519
1028 585
31113104

0
-20 487 730
-50 413 853

-1296 198
-988 833
-73 186 614
-42 073 510
163 909 521
7105 093
-11 064 514
159 950 100
117 876 590
40 160 340
158 036 930
0

158 036 930
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2024-01-01
-2024-12-31

23 586 155
6 435
23 592 590

-104 850
-15142 038
-35075 092

-1 051 136
-2 038 343
-53 411 458
-29 818 868
0

1 569 504
-4 620 536
-3 051 033
-32 869 901
27 849 215
-5 020 686
0

-5 020 686
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Moderbolagets
Balansrikning

TILLGANGAR
Anlidggningstillgangar

Immateriella anliggningstillgingar

Balanserade utgifter for utveckling och liknande arbeten

Pégaende utvecklingsarbeten och forskott

Materiella anliiggningstillgangar
Inventarier, verktyg och installationer
Pégaende nyanldggningar och forskott

Finansiella anliggningstillgangar
Andelar i koncernforetag

Fordringar hos koncernforetag

Andra langfristiga vardepappersinnehav
Andra langfristiga fordringar

Summa anliggningstillgangar
Omsittningstillgangar

Kortfristiga fordringar
Kundfordringar

Fordringar hos koncernforetag
Aktuella skattefordringar
Ovriga fordringar

Forutbetalda kostnader och upplupna intékter

Kassa och bank
Summa omsittningstillgangar

SUMMA TILLGANGAR
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Not

14
18

20
21

22,23
26
27
29

30

31

2025-12-31

1 644 071
715 800
2 359 871

2744 582
0
2744 582

348269 171
21022 809
2500
375932
369 670 412
374 774 866

1901 288
515 543
115379

1 400 883

1262 131

5195225

116 080
5311305

380 086 171

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE

11 (33)

2024-12-31

2206 725
678 800
2 885525

1221 506
181 962
1403 468

236 958 559
80 120 795
0

361 710
317 441 064
321 730 057

2375676
10917 661
0

464 818
697 249
14 455 404

98 743
14 554 147

336 284 204




Svenska Brasserier AB
Org.nr 556869-3500

Moderbolagets
Balansrikning

EGET KAPITAL OCH SKULDER

Eget kapital
Bundet eget kapital
Aktiekapital
Uppskrivningsfond

Fritt eget kapital
Balanserad vinst eller forlust
Arets resultat

Summa eget kapital

Langfristiga skulder
Réntebdrande skulder
Skulder till koncernforetag
Summa langfristiga skulder

Kortfristiga skulder
Réntebarande skulder
Leverantorsskulder
Skulder till koncernforetag
Ovriga skulder

Upplupna kostnader och forutbetalda intikter

Summa Kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER
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Not

32,33

35

37

2025-12-31

790 560
5902917
6 693 477

157 675 930
158 036 930
315 712 860
322 406 337

25 000 000
6 258 686
31258 686

1 863 328
1814 527
253 452

2 545 260
19 944 581
26 421 148

380 086 171
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2024-12-31

743 383
0
743 383

276 341 184

-5 020 686
271 320 498
272 063 881

o O

36 065011
2286 084
3225167
8749 364

13 894 697

64 220 324

336 284 205
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Moderbolagets
Kassaflodesanalys

Den lopande verksamheten
Resultat efter finansiella poster

Justeringar for poster som inte ingér i kassaflodet
Kassaflode fran den lopande verksamheten fore

foridndring av rorelsekapital

Kassaflode fran fordndring av rorelsekapitalet

Forandring av kundfordringar

Foréndring av leverantorsskulder

Forandring av kortfristiga fordringar
Forandring av kortfristiga skulder
Kassaflode fran den lopande verksamheten

Investeringsverksamheten

Investeringar i immateriella anldggningstillgdngar
Avyttring av immateriella anldggningstillgdngar
Investeringar i materiella anldggningstillgdngar

Avyttring av materiella anldggningstillgdngar
Kassaflode fran investeringsverksamheten

Finansieringsverksamheten

Nyemission

Upptagna lan
Amortering av 14n

Fordring/skuld koncern

Kassaflode fran finansieringsverksamheten

Arets kassaflode

Likvida medel vid arets borjan
Likvida medel vid &rets borjan
Likvida medel vid arets slut
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Not

38

14, 18
14
20, 21
20

2025-01-01
-2025-12-31

117 876 590

-162 241 249

-44 364 659

474 388
-471 557

8 688 298
9167200
-26 506 330

-390 800
-679 815
-1 720 858
-297 083
-3 088 556

25900 824
25 000 000
-31 425 723
10 137 122
29 612 223

17 337

98 743
116 080

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE

13 (33)

2024-01-01
-2024-12-31

-32 869 901
2374778

-30 495 123

-2375676
656 207
-10 664 786
16 519 348
-26 360 030

-3 598 510
0
-1 603 629
0
-5202 139

0

30 177 000
0

552260
30 729 260

-832 909

931 652
98 743
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Noter

Not 1 Redovisnings- och virderingsprinciper

Allméinna upplysningar
Arsredovisningen och koncernredovisningen dr upprittad i enlighet med arsredovisningslagen och BENAR
2012:1 Arsredovisning och koncernredovisning (K3).

Moderforetaget och koncernen tillimpar samma redovisningsprinciper om inte annat framgér nedan.

Fusion
Fusionerna mellan tva systerforetag och moderbolag har redovisats enlighet med Bokf6ringsndmndens
allménna rad (BFNAR 2020:5) om redovisning av fusion.

De Overtagna tillgdngarna och skulderna har virderats enligt koncernméssigt véirde pa fusionsdagen enligt
kontinuitetsmetoden av heldgt dotterbolag.

Fusion 1 innebar att AB Skroja Forvaltning uppgick i Svenska Brasserier AB dér det blev 393 854 kr i
resultateffekt, 6 283 607 kr i dverforda nettotillgdngar och 93 687 074 kr i fusionsdifferens. I direkt
anslutning till fusion 1 gjordes fusion 2 dir AB Helsing Restaurang Forvaltning uppgick i Svenska
Brasserier AB dér det blev 170 961 471 kr i resultateffekt, -78 961 742 kr i 6verforda nettotillgangar och
50 562 704 kr i fusionsdifferens.

Intiiktsredovisning

Intdkter har tagits upp till verkligt véirde av vad som erhéllits eller kommer att erhéllas. Det innebér att
intdkter redovisas till nominellt virde (fakturabelopp) och ersittning erhalls i likvida medel direkt vid
leverans. Avdrag gors for lamnade rabatter.

Vid forsdljning av varor redovisas normalt inkomsten som intdkt nédr de visentliga formaner och risker som
ar forknippade med dgandet av varan har 6verforts fran foretaget till koparen.

Erséttning i form av rénta, royalty eller utdelning redovisas som intékt nir det dr sannolikt att foretaget
kommer att fa de ekonomiska fordelar som &r forknippade med transaktionen och nér inkomsten kan
berdknas pa ett tillforlitligt satt.

Rénta redovisas som intdkt enligt den sa kallade effektivrantemetoden. Royalty periodiseras i enlighet med
den aktuella 6verenskommelsens ekonomiska innebord. Utdelning redovisas som intdkt ndr foretagets rétt
till betalning &r sikerstélld.

Moderbolaget och koncernen tillimpar kontoplan enligt branschorganisationen Visita.
Koncernredovisning

Konsolideringsmetod

Koncernredovisningen har upprittats enligt forvarvsmetoden. Detta innebér att forvirvade verksamheters
identifierbara tillgingar och skulder redovisas till marknadsvirde enligt upprittad forvirvsanalys. Overstiger
verksamhetens anskaffningsvérde det berdknade marknadsvéirdet av de forvantade nettotillgdngarna enligt
forvérvsanalysen redovisas skillnaden som goodwill.
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Transaktioner mellan koncernforetag

Koncerninterna fordringar och skulder samt transaktioner mellan koncernforetag liksom orealiserade vinster
elimineras i sin helhet. Orealiserade forluster elimineras ocksa savida inte transaktionen motsvarar ett
nedskrivningsbehov.

Forédndring av internvinst under rakenskapsaret har eliminerats i koncernresultatrakningen.

Goodwill

Goodwill ar den skillnad som uppkommer om anskaffningsvérdet for den forvirvade enheten &r hogre dn
vardet pa den forvarvade enhetens nettotillgangar. Vid forvarvstidpunkten redovisas den uppkomna
goodwillen som en tillgdng i balansriakningen.

Anliggningstillgangar
Immateriella och materiella anléggningstillgangar redovisas till anskaffningsvérde minskat med
ackumulerade avskrivningar enligt plan och eventuella nedskrivningar.

Avskrivning sker linjart 6ver den forvintade nyttjandeperioden med hénsyn till vésentligt restvirde.
Foljande avskrivningsprocent tilldmpas:

Immateriella anliggningstillgingar

Balanserade utgifter for utvecklingsarbeten 3-5ar
Hyresritter och liknande réttigheter 5-10 ar
Goodwill 10 &r
Varumairken 10-20 &r

Goodwill har uppkommit fran forvérv av verksamheter med lang historik och positiv kassagenerering. Mot
den bakgrunden tillimpar koncernen en nyttjandeperiod om 10 &r.

Materiella anliggningstillgdngar

Forbéttringsutgifter pa annans fastighet 3-20 ar
Inventarier, verktyg och installationer 3-15 ar
Konst Skrivs ej av

Finansiella instrument

Andelar i dotterforetag

Andelar i dotterforetag redovisas till anskaffningsvérde efter avdrag for eventuella nedskrivningar. I
anskaffningsvardet ingar kopeskillingen som erlagts for aktierna samt forvarvskostnader. Eventuella
kapitaltillskott laggs till anskaffningsvérdet niar de uppkommer.

Leasingavtal

Tillgangar som leasas genom ett finansiellt leasingavtal redovisas som en materiell anlaggningstillgang
samtidigt som framtida leasingavgifter redovisas som skuld. Vid det forsta redovisningstillfallet redovisas
tillgdngen och skulden till nuvirdet av framtida minimileaseavgifter och eventuellt restvéirde. Vid
berdkningen av nuvérdet av minimileaseavgifterna anvénds avtalets implicita rénta.

Operationella leaseingavtal redovisas som en kostnad linjért dver leasingperioden.

Varulager

Varulagret har virderats till det ldgsta av dess anskaffningsvéarde och dess nettoforséljningsvarde pa
balansdagen. Med nettoforséljningsvérde avses varornas berdknade forséljningspris minskat med
forsiljningskostnader. Den valda virderingsmetoden innebér att inkurans i varulagret har beaktats.
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Inkomstskatter

Total skatt utgors av aktuell skatt och uppskjuten skatt. Skatter redovisas i resultatrakningen, utom da
underliggande transaktion redovisas direkt mot eget kapital varvid tillhérande skatteeffekter redovisas i eget
kapital.

Aktuell skatt

Aktuell skatt avser inkomstskatt for innevarande rikenskapsar samt den del av tidigare ridkenskapsars
inkomstskatt som dnnu inte redovisats. Aktuell skatt berdknas utifran den skattesats som géller per
balansdagen.

Uppskjuten skatt

Uppskjuten skatt dr inkomstskatt som avser framtida rakenskapsar till f6ljd av tidigare handelser.
Redovisning sker enligt balansrdkningsmetoden. Enligt denna metod redovisas uppskjutna skatteskulder och
uppskjutna skattefordringar p& temporéra skillnader som uppstar mellan bokforda respektive skatteméssiga
varden for tillgangar och skulder samt for 6vriga skattemédssiga avdrag eller underskott.

Uppskjutna skattefordringar nettoredovisas mot uppskjutna skatteskulder endast om de kan betalas med ett
nettobelopp. Uppskjuten skatt berdknas utifran géllande skattesats pa balansdagen. Effekter av fordndringar i
géllande skattesatser resultatfors i den period fordndringen lagstadgats. Uppskjuten skattefordran redovisas
som finansiell anldggningstillgdng och uppskjuten skatteskuld som avséttning.

Uppskjuten skattefordran avseende underskottsavdrag eller andra framtida skatteméssiga avdrag redovisas i
den omfattning det &r sannolikt att avdragen kan avridknas mot framtida skatteméssiga dverskott.

Pa grund av sambandet mellan redovisning och beskattning sérredovisas inte den uppskjutna skatteskulden
som dr hanforlig till obeskattade reserver.

Ersattningar till anstillda
Koncernen har endast avgiftsbestimda pensionsplaner. Utgifter for avgiftsbestimda planer redovisas som en
kostnad under den period de anstéllda utfor de tjdnster som ligger till grund for forpliktelsen.

Foretaget har stillt ut teckningsoptioner till anstédllda. Vid utgivande har teckningspremien, varderad i
enlighet med Black & Scholes-formeln, redovisats som fritt eget kapital/6verkursfond.

I det fall aktierna sedan tecknas vid 16ptidens slut redovisas kvotvardet av 16senpriset som aktiekapital och
overskjutande del som overkursfond.

Offentliga bidrag

Offentliga bidrag redovisas som intidkt da den framtida prestationen som krivs for att erhalla bidraget
utforts. I de fall bidraget erhélls innan prestationen utforts, redovisas bidraget som skuld i balansrékningen.
Offentliga bidrag virderas till det verkliga vérdet av vad som erhéllits eller kommer att erhallas.

Kassaflodesanalys
Kassaflddesanalysen upprittas enligt indirekt metod. Det redovisade kassaflodet omfattar endast
transaktioner som medfort in- eller utbetalningar.

Som likvida medel klassificerar foretaget, forutom kassamedel, disponibla tillgodohavanden hos banker och
andra kreditinstitut.

Justering av foregéende ars uppstéllning av kassaflodet har gjorts. Checkriakningskrediten har brytits ut fran
Foréndring av kortfristiga skulder.
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Nyckeltalsdefinitioner
Nettoomséttning*
Rorelsens huvudintékter, fakturerade kostnader, sidointdkter samt intéktskorrigeringar.

Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader men fore bokslutsdispositioner och skatter.

Balansomslutning
Foretagets samlade tillgdngar.

Soliditet (%)
Justerat eget kapital (eget kapital och obeskattade reserver med avdrag for uppskjuten skatt) i procent av
balansomslutning.

Antal anstéllda
Medelantal anstillda under rakenskapsaret.

Not 2 Ovriga rorelseintikter

Koncernen
2025 2024
Erhéllna offentliga bidrag m.m 293 156 99 322
Ovriga rérelseintékter 471 633 267914
764 789 367 236
Moderbolaget
2025 2024
Erhéllna offentliga bidrag m.m 32 986 6 435
Ovriga rorelseintikter 995 599 0
1 028 585 6 435
Not 3 Offentliga bidrag
Koncernen
2025 2024
Under aret intdktsforda offentliga bidrag m.m 293 156 99 322
Moderbolaget
2025 2024
Under aret intéktsforda offentliga bidrag m.m 32 986 6435
32986 6 435
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Not 4 Leasingavtal - leasetagare

Koncernen

18 (33)

Arets operationella leasingkostnader avseende leasingavtal, uppgar till 51 188 911 kronor.

Framtida leasingavgifter, for icke uppsdgningsbara operationella leasingavtal, forfaller till betalning enligt

foljande:
2025 2024
Inom ett ar 47 381 478 47776 501
Senare 4n ett &r men inom fem &r 112582 118 129 662 943
Senare adn fem ar 41 027 668 58206 469
200 991 264 235645913
Finansiella leasingavtal
Inventarier, verktyg och installationer
Ackumulerade anskaffningsvirden 45 812 087 45 812 087
Ackumulerade avskrivningar -19 290 475 -10 265 159
Utgdende redovisat virde 26 521 612 35546 928

Moderbolaget
Arets operationella leasingkostnader avseende leasingavtal, uppgér till 3 574 617 kronor.

Framtida leasingavgifter, for icke uppsdgningsbara operationella leasingavtal, forfaller till betalning enligt

foljande:

2025 2024
Inom ett ar 3 445 557 3275500
Senare an ett &r men inom fem ar 10 189 556 13 460 500
13635113 16 736 000
Not 5 Arvode till revisorer
Koncernen
2025 2024
Ernst & Young AB
Revisionsuppdraget 1338 768 1721 086
Ovriga tjénster 473 000 167 500
1811 768 1 888 586
Moderbolaget
2025 2024
Ernst & Young AB
Revisionsuppdraget 327 638 381 600
Ovriga tjdnster 235 000 83 500
562 638 465 100
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Not 6 Anstillda och personalkostnader
Koncernen

Medelantalet anstillda
Kvinnor
Main

Loner och andra ersiattningar
Styrelse och verkstillande direktor
Ovriga anstillda

Sociala kostnader

Pensionskostnader for styrelse och verkstillande direktor
Pensionskostnader for 6vriga anstéllda

Ovriga sociala avgifter enligt lag och avtal

Totala loner, ersittningar, sociala kostnader och
pensionskostnader

Konsfordelning bland ledande befattningshavare
Andel kvinnor i styrelsen

Andel mén i styrelsen

Andel kvinnor bland 6vriga ledande befattningshavare
Andel mén bland 6vriga ledande befattningshavare

Moderbolaget

Medelantalet anstillda
Kvinnor
Min

Loner och andra ersiattningar
Styrelse och verkstillande direktor
Ovriga anstillda

Sociala kostnader
Pensionskostnader for styrelse och verkstillande direktor
Pensionskostnader for 6vriga anstillda

Ovriga sociala avgifter enligt lag och avtal

Totala loner, ersittningar, sociala kostnader och
pensionskostnader

Dokument-ID 09222115557574870782

2025

154
291
445

6 132 956
209 805 447
215938 403

661 086
13 408 752
72 664 260
86 734 098

302 672 501

38 %
62 %
24 %
76 %

2025

17
18
35

6 132 956
27039 198
33172154

661 086
3719439
11 040 506
15 421 031

48 593 185
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2024

154
291
445

2121 000
209 736 093
211 857 093

508 704
15076 420
71 969 507
87 554 631

299 411 724

34 %
66 %
29 %
71 %

2024

14
17
31

2121 000
19 847 845
21 968 845

508 704

3 849 821
7748 677
12 107 202

34 076 047
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Verkstillande direktor har en avtalad uppsidgningstid om 7 manader och inget avtalat avgangsvederlag

foreligger.

Konsfordelning bland ledande befattningshavare
Andel kvinnor i styrelsen

Andel mén i styrelsen

Andel kvinnor bland 6vriga ledande befattningshavare
Andel mén bland 6vriga ledande befattningshavare

Not 7 Inkop och forsiljning mellan koncernforetag
Moderbolaget

Andel av érets totala inkdp som skett fran andra foretag i
koncernen

Andel av arets totala forsiljningar som skett till andra foretag i
koncernen

Not 8 Resultat frin andelar i koncernforetag
Moderbolaget

Erhéllna utdelningar
Nedskrivning av andelar
Fusion av dotterbolag

Not 9 Resultat frin andelar i intressebolag
Koncernen

Resultat fran intresseforetag

Not 10 Ovriga riinteintiikter och liknande resultatposter
Koncernen

Ovriga rinteintikter
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33 %
67 %
43 %
57 %

2025

39,75 %

74,05 %

2025
9500 000
-15 402 917

169 812 438
163 909 521

2025

-1 108 429
-1108 429

2025

91313
91 313
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33 %
67 %
43 %
57 %

2024

38,21 %

86,58 %

2024

SO OO

2024

-5 064 245
-5 064 245

2024

117 232
117 232
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Moderbolaget

Rénteintdkter fran koncernforetag
Ovriga ranteintdkter

Not 11 Riintekostnader och liknande resultatposter

Koncernen

Réntekostnader Checkriakningskredit
Réntekostnader langfristig skuld
Ovriga rintekostnader

Ovriga finasiella kostnader

Moderbolaget

Réntekostnader frén koncernbolag
Réntekostnader langfristig skuld
Ovriga rintekostnader

Ovriga finansiella kostnader

Not 12 Bokslutsdispositioner

Koncernen

Moderbolaget

Mottagna koncernbidrag
Lédmnade koncernbidrag

Not 13 Aktuell och uppskjuten skatt

Koncernen

Skatt pa arets resultat

Aktuell skatt

Justering avseende tidigare ar

Uppskjuten skatt

Totalt redovisad skatt
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2025

7 083 043
22 050
7 105 093

2025

-1 230 143
-5796 788
-4 351 136
-1 114 009
-12 492 076

2025

-7 673 645
-352 573

-1 973 886
-1 064 410
-11 064 514

2025

40 631 249
-470 909
40 160 340

2025

-472 830
0
1525599
1052 769

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE

21 (33)

2024

1 545313
24 191
1569 504

2024

-1 635379
-7 936 138
-7 780 669
-3 712 689
-21 064 875

2024

0
0
-4 620 536
0
-4 620 536

2024

27853 617
-4 402
27 849 215

2024

-985 326
65 622

1 829 530
909 826
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Avstimning av effektiv skatt

Redovisat resultat fore skatt

Skatt enligt géllande skattesats

Ej avdragsgilla kostnader

Ej skattepliktiga intdkter
Underskottsavdrag vars skattevirde ej
redovisas som tillgdng

Under aret utnyttjande av tidigare ars
underskottsavdrag
Bokforingsmassiga avskrivningar
Skattemaissiga avskrivningar
Aterforing periodiseringfond
Aterlidggning ej avdragsgillt negativt
rantenetto

Redovisad effektiv skatt

Moderbolaget
Avstamning av effektiv skatt

Redovisat resultat fore skatt

Skatt enligt géllande skattesats

Ej avdragsgilla kostnader

Ej skattepliktiga intdkter
Aterliggning ej avdragsgillt negtivt
rantenetto

Redovisad effektiv skatt

Procent

20,60
-98,56
0,17
-273,55
420,96

-35,39
40,48

-85,01
-51,51

Procent

20,60

0,35

22 (33)

Not 14 Balanserade utgifter for utvecklingsarbeten och liknande arbeten

Koncernen

Ingéende anskaffningsvirden
Ink6p
Forsdljningar/utrangeringar
Omklassificeringar

Utgédende ackumulerade anskaffningsvérden

Ingaende avskrivningar
Forséljningar/utrangeringar
Arets avskrivningar

Utgaende ackumulerade avskrivningar

Utgaende redovisat virde
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2025 2024
Belopp Procent Belopp
917 959 -46 334 422
189 100 20,60 -9 544 891
904 784 9,74 4511456
-1 581 0,00 -2 041
2511071 14,45 6 695 243
-3 864 215 -5,34 -2.475 180
324 901 0,73 337 647
-371 628 -0,60 -279 237
0,00 0
780 398 3,76 1742 329
472 830 2,13 985 326
2025 2024
Belopp Procent Belopp
158 036 930 -5 020 686
32 555 608 20,60 -1 034 261
3338973 494 624
-36 938 682 -1 059
490 532 540 696
-553 569 0,00 0
2025-12-31 2024-12-31
8 580 499 8362 709
125 000 3 588229
-865 626 -3497 105
228 800 126 666
8 068 673 8 580 499
-5 173 848 -4 975 320
514 344 926 113
-1 101 632 -1 124 641
-5761 136 -5173 848
2 307 537 3406 651
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Moderbolaget

Ingdende anskaftningsvirden

Ink6p

Omklassificeringar

Utgaende ackumulerade anskaffningsvirden

Ingéende avskrivningar
Arets avskrivningar
Utgdende ackumulerade avskrivningar

Utgaende redovisat virde

Not 15 Hyresritter och liknande rittigheter
Koncernen

Ingdende anskaffningsvirden
Forséljningar/utrangeringar
Utgidende ackumulerade anskaffningsvérden

Ingédende avskrivningar
Forséljningar/utrangeringar

Arets avskrivningar

Utgdende ackumulerade avskrivningar

Utgaende redovisat viirde

Not 16 Varumiirken samt liknande rittigheter
Koncernen

Ingéende anskaffningsvirden

Utgdende ackumulerade anskaffningsvérden
Ingéende avskrivningar

Arets avskrivningar

Utgédende ackumulerade avskrivningar

Utgiaende redovisat virde
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2025-12-31

3 057 695
125 000
228 800

3411 495

-850 969
-916 455
-1767 424

1644 071

2025-12-31

7 100 000
-449 167
6 650 833

-1 821 667
421 667
-682 500

-2 082 500

4 568 333

2025-12-31

117 364 819
117 364 819

-78 027 920
-6 890 334
-84 918 254

32 446 565
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2024-12-31
0

3 057 695
0

3 057 695
0

-850 969
-850 969

2206726

2024-12-31
7 100 000
7100 000

-1 111 667
0

=710 000
-1 821 667

5278 333

2024-12-31

117 364 819
117 364 819

-71 282 996
-6 744 924
-78 027 920

39 336 899
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Not 17 Goodwill
Koncernen

Ingéende anskaffningsvirden

Utgdende ackumulerade anskaffningsvérden
Ingédende avskrivningar

Arets avskrivningar

Utgaende ackumulerade avskrivningar

Utgaende redovisat virde

2025-12-31

195 482 703
195 482 703

-186 310 627
-2 328 696
-188 639 323

6 843 380

24 (33)

2024-12-31

195 482 703
195 482 703

-183 668 803
-2 641 824
-186 310 627

9172 076

Not 18 Pagiaende nyanldaggningar och forskott avseende immateriella anldggningar

Koncernen

Ingdende anskaffningsvirden
Arets anskaffningar
Forséljningar/utrangeringar
Omklassificeringar

Moderbolaget

Ingéende anskaffningsvirden
Arets anskaffningar
Omklassificeringar

Not 19 Forbittringsutgifter p4 annans fastighet
Koncernen

Ingéende anskaffningsvirden

Arets anskaffningar
Forséljningar/utrangeringar

Omklassificeringar

Utrangering konkurs

Utgidende ackumulerade anskaffningsvirden

Ingdende avskrivningar
Forsdljningar/utrangeringar

Arets avskrivningar

Utrangering konkurs

Utgdende ackumulerade avskrivningar

Utgaende redovisat virde

Dokument-ID 09222115557574870782

2025-12-31

678 800
265 800

0
-228 800
715 800

2025-12-31

678 800
265 800
-228 800
715 800

2025-12-31

201 852 441
874 907

-8 070 726
81591

0

194 738 213

-39933 483
8070 726
-10 473 605
0

-42 336 362

152 401 851

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE

2024-12-31

763 370
540 816
-498 720
-126 666
678 800

2024-12-31

137 984
540 816

0
678 800

2024-12-31

139 164 167
28 887 721
-33 974 453
98 915 138
-31 140 132
201 852 441

-87 627 796
33 630 908
-9 873 739
23937 144

-39 933 483

161 918 958




Svenska Brasserier AB
Org.nr 556869-3500

Not 20 Inventarier, verktyg och installationer

Koncernen

Ingaende anskaffningsvirden
Arets anskaffningar
Forséljningar/utrangeringar
Omklassificeringar
Utrangering konkurs

Utgédende ackumulerade anskaffningsvérden
Ingéende avskrivningar
Forsiljningar/utrangeringar

Arets avskrivningar

Utrangering konkurs

Utgdende ackumulerade avskrivningar

Utgaende redovisat virde

Moderbolaget

Ingéende anskaffningsvirden

Ink&p

Forsdljningar/utrangeringar

Omklassificeringar

Utgiende ackumulerade anskaffningsvirden

Ingédende avskrivningar
Forséljningar/utrangeringar

Arets avskrivningar

Utgidende ackumulerade avskrivningar

Utgaende redovisat virde

2025-12-31

135691 124
4 601 360
-6 789 492

181 962
0

133 684 954
-60 458 073
4 280 684
-15 243 875
0

-71 421 264

62 263 690

2025-12-31

1421672
2366 950
-679 815
181 962
3290 769

-200 166

33723
-379 744
-546 187

2 744 582

25 (33)

2024-12-31

151 063 954
28211 117
-20 272 835

0
-23311112

135691 124
-86 351 463
18 872 545
-16 003 963
23 024 808
-60 458 073

75233 051

2024-12-31

0
1421672
0
0
1421 672

0
0
-200 166
-200 166

1221 506

Not 21 Pagiaende nyanliggningar och forskott avseende materiella anliiggningstillgidngar

Koncernen

Ingéende anskaffningsvirde
Arets anskaffningar
Omklassificeringar

Dokument-ID 09222115557574870782

2025-12-31

818170
19 901
-746 590
91 481

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE

2024-12-31

98 986 358
746 590
-98914 778
818170




Svenska Brasserier AB
Org.nr 556869-3500

Moderbolaget

Ingéende anskaffningsvirde

Arets anskaffningar
Omklassificeringar

Not 22 Andelar i koncernforetag

Moderbolaget

Ingéende anskaffningsvirden

Arets anskaffningar
Fusion av dotterbolag

Utgdende ackumulerade anskaffningsvérden

Ingéende uppskrivningar

Arets nedskrivningar
Fusion av dotterbolag

Utgdende ackumulerade uppskrivningar

Utgaende redovisat virde

Not 23 Specifikation andelar i koncernforetag

Moderbolaget

Namn

Sturehof AB

The Hills Stockholm AB
Deryhw AB

Sturehof AB
The Hills Stockholm AB
Deryhw AB

Dokument-ID 09222115557574870782

Kapital-
andel
100%
100%

90,01%

Org.nr

556437-0400
559029-3683
556556-9174

Rostratts-
andel
100%
100%

91,01%

Site

Stockholm
Stockholm
Stockholm

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE

2025-12-31

181 962
0
-181 962
0

2025-12-31

236 958 559

5902917
192 228 319
435 089 795

0
-15402 917
-71 417 707
-86 820 624

348 269 171

Antal
andelar
70 664

50 000

19 774 875

26 (33)

2024-12-31

0
181 962
0
181 962

2024-12-31

236 958 559
0
0
236 958 559

SO OO

236 958 559

Bokfort
virde

348 251 810
1

17 360
348269 171




Svenska Brasserier AB 27 (33)
Org.nr 556869-3500
Not 24 Andelar i intresseforetag och andra gemensamt styrda foretag
Koncernen
2025-12-31 2024-12-31
Ingéende anskaffningsvirden 525933 870 970
Arets anskaffningar 0 4780 551
Villkorat aktiedgartillskott 2 590 000 0
Resultatandel intresseforetag -1 108 429 -5 064 245
Omklassificeringar 0 -61 343
Utgaende ackumulerade anskaffningsvirden 2 007 504 525933
Utgaende redovisat virde 2007 504 525933
Not 25 Specifikation andelar i intresseforetag och gemensamt styrda foretag
Koncernen
Kapital- Rostritts- Antal Bokfort
Namn andel andel andelar virde
Brillo Pizza AB 44,32% 44,32% 26 672 2007 504
2007 504
Org.nr Site
Brillo Pizza AB 559250-9821 Stockholm
Not 26 Fordringar hos koncernforetag
Moderbolaget
2025-12-31 2024-12-31
Ingéende anskaffningsvirden 80 120 795 51278 527
Tillkommande fordringar 75 012 609 51198 930
Avgaende fordringar -134 110 595 -22 356 662
Utgaende ackumulerade anskaffningsvirden 21 022 809 80 120 795
Utgaende redovisat virde 21 022 809 80 120 795
Not 27 Finansiella anliiggningstillgingar
Koncernen
2025-12-31 2024-12-31
Ingaende anskaffningsvirden 2 860 362 2 860 362
Ink6p 2 500 0
Utgaende ackumulerade anskaffningsvirden 2 862 862 2 860 362
Utgaende redovisat virde 2 862 862 2 860 362

Dokument-ID 09222115557574870782

Signerat MJ1, MJ2, JN, NN, FS, JW, MP,

JE




Svenska Brasserier AB
Org.nr 556869-3500

Moderbolaget

Ingdende anskaftningsvirden
Ink6p
Utgidende ackumulerade anskaffningsvérden

Utgaende redovisat virde

Not 28 Uppskjuten skattefordran
Koncernen

Ingéende saldo

Tillkommande skattefordringar
Aterforda skattefordringar
Justering konkurs

Not 29 Andra lingfristiga fordringar
Koncernen

Ingéende anskaffningsvirden
Tillkommande fordringar
Utgaende ackumulerade anskaffningsvirden

Utgiaende redovisat virde

Moderbolaget

Ingdende anskaffningsvirden
Tillkommande fordringar
Utgdende ackumulerade anskaffningsvérden

Utgaende redovisat virde

Dokument-ID 09222115557574870782

2025-12-31
0

2500
2500

2500

2025-12-31

2425018
164 845
-211 573
0

2378 290

2025-12-31
361 710
73319

435 029

435 029

2025-12-31
361 710

14 222
375932

375932

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE

28 (33)

2024-12-31

0

0

2024-12-31

3 987 642
174 405
-115 995
-1 621 034
2425018

2024-12-31
342 659

19 051
361710

361 710

2024-12-31
342 659

19 051
361 710

361 710




Svenska Brasserier AB
Org.nr 556869-3500

Not 30 Forutbetalda kostnader och upplupna intikter
Koncernen

Forutbetalda hyreskostnader

Forutbetalda leasingkostnader

Forutbetalda forsékringspremier

Forutbetalda rantekostnader

Ovriga forutbetalda kostnader/upplupna intikter

Moderbolaget

Forutbetalda leasingkostnader
Forutbetalda forsédkringspremier
Ovriga forutbetalda kostnader/upplupna intiikter

Not 31 Kassa och bank
Koncernen

Kassamedel

Moderbolaget

Kassamedel

Not 32 Antal aktier och kvotvarde
Moderbolaget

Namn
Aktier

Dokument-ID 09222115557574870782

2025-12-31

11 577 350
3153399
210 635
167 916
4047 723
19 157 023

2025-12-31

11121
210 635
1 040 375
1262131

2025-12-31

10 765 152
10 765 152

2025-12-31

116 080
116 080

Antal
aktier
12 162 459
12 162 459

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE

29 (33)

2024-12-31

10047 171
3595412
251416
384 398
5411612
19 690 009

2024-12-31

21426
250242
425 581
697 249

2024-12-31

8 385 854
8 385 854

2024-12-31

98 743
98 743

Kvot-
virde
0,07




Svenska Brasserier AB
Org.nr 556869-3500

Not 33 Disposition av vinst eller forlust
Moderbolaget

Forslag till vinstdisposition

Styrelsen foreslér att till forfogande staende vinstmedel:

balanserad vinst
arets vinst

disponeras sd att
i ny rakning dverfores

Not 34 Avsiattningar
Koncernen

Belopp vid érets ingang
Under éret aterforda belopp

Not 35 Langfristiga skulder
Koncernen

Forfaller mellan 1 och 5 ar efter balansdagen
Ovriga skulder till kreditinstitut
Ovriga skulder

Moderbolaget

Forfaller mellan 1 och 5 ar efter balansdagen
Ovriga skulder till kreditinstitut
Ovriga skulder

Not 36 Checkrikningskredit
Koncernen

Beviljat belopp pa checkrikningskredit uppgar till

Utnyttjad kredit uppgér till

Dokument-ID 09222115557574870782

2025-12-31

157 675 930
158 036 930
315 712 860

315712 860
315 712 860

2025-12-31

8475075
-1 557 600
6 917 475

2025-12-31

92 307 692
42 459 614
134 767 306

2025-12-31

25 000 000
6 258 686
31 258 686

2025-12-31

25 000 000
9722221

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE

30 (33)

2024-12-31

10 304 601
-1 829 526
8475075

2024-12-31

90 000 000
81 234 978
171 234 978

2024-12-31

o O

2024-12-31

25 000 000
22972 461




Svenska Brasserier AB 31 (33)
Org.nr 556869-3500
Not 37 Upplupna kostnader och forutbetalda intikter
Koncernen
2025-12-31 2024-12-31
Upplupna l6ner 22742 291 21955910
Upplupna semesterloner 23114 213 22 197 811
Upplupna sociala avgifter 20475714 19 681 707
Ovriga upplupna kostnader och forutbetalda intéikter 38032 132 33185154
104 364 350 97 020 582
Moderbolaget
2025-12-31 2024-12-31
Upplupna 16ner 2 850 573 2263759
Upplupna semesterloner 3 857 583 3109 487
Upplupna sociala avgifter 2 935 585 2278783
Ovriga upplupna kostnader och forutbetalda intéikter 10 300 840 6 242 668
19 944 581 13 894 697
Not 38 Justering av poster som inte ingar i kassaflodet
Koncernen
2025-12-31 2024-12-31
Avskrivningar 38 525 822 37711 194
Forlust vid avyttring av anldggningstillgangar 976 898 0
Realisationsresultat intressebolag 1 108 429 5064 245
Ansténdskostnader 757 742 2 124 567
Justering uppskjuten skatt pga konkurs 0 1621 034
Réntor 5 666 040 2888011
47 034 931 49 409 051
Moderbolaget
2025-12-31 2024-12-31
Avskrivningar 1296 198 1051131
Fusion av dotterbolag -169 812 438 0
Utdelning pa andelar i koncernbolag -9 500 000 0
Nedskrivning av andelar koncernbolag 15402917 0
Forlust vid avyttring av anldggningstillgangar 976 898 0
Réntor -604 824 1323 647
-162 241 249 2374778

Dokument-ID 09222115557574870782

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE




Svenska Brasserier AB
Org.nr 556869-3500

Not 39 Eventualforpliktelser
Koncernen

Borgensforbindelse till formén for intresseforetag
Borgensforbindelse till forman for koncernforetag

Moderbolaget

Borgensforbindelse till forméan for koncernforetag

Not 40 Stallda sikerheter
Koncernen

Foretagsinteckningar
Ovriga stillda sékerheter

Det forekommer pantsatta aktier i dotterforetag.
Moderbolaget

Andelar i koncernforetag

Dokument-ID 09222115557574870782

2025-12-31

306 176
105 059 240
105 365 416

2025-12-31

80 000 000
80 000 000

2025-12-31

143 000 000
200 000
143 200 000

2025-12-31

348 251 810
348 251 810

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE

32 (33)

2024-12-31

1017 424
124 255 077
125272 501

2024-12-31

90 000 000
90 000 000

2024-12-31

113 500 000
200 000
113700 000

2024-12-31

o




Svenska Brasserier AB 33 (33)
Org.nr 556869-3500

Not 41 Visentliga hindelser efter rikenskapsarets slut
Koncernen
Svenska Brasserier har haft en stark start pd 2026 och inga avvikande héndelser har intriffat.

Arsredovisningen beslutades den 8 april 2026

Stockholm den dag som framgér av de elektroniska underskrifterna

Mark Jensen John Wattin
Ordforande Ledamot

Niklas Nordin Fanny Sturén
Ledamot Ledamot

Jan Nord Matilda Jackson
Ledamot Ledamot
Michael Porseryd

Verkstillande direktor

Var revisionsberittelse har 1dmnats den dag som framgér av var elektroniska underskrift

Ernst & Young AB

Johanna Ekl6f
Auktoriserad revisor

Dokument-ID 09222115557574870782

Signerat MJ1, MJ2, JN, NN, FS, JW, MP, JE
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EY

Building a better
working worid

Revisionsberdttelse
Till bolagsstamman i Svenska Brasserier AB, org.nr 556869-3500

Rapport om arsredovisningen och koncern-
redovisningen

Uttalanden

Vi har utfért en revision av arsredovisningen och koncernredovis-
ningen fér Svenska Brasserier AB fér ar 2025.

Enligt var uppfattning har arsredovisningen och koncernredovi-
sningen uppréttats i enlighet med &rsredovisningslagen och ger en
i alla vasentliga avseenden rattvisande bild av moderbolagets och
koncernens finansiella stallning per den 31 december 2025 och av
dessas finansiella resultat och kassafléden for aret enligt
arsredovisningslagen. Forvaltningsberattelsen &r férenlig med
arsredovisningens och koncernredovisningens évriga delar.

Vi tillstyrker darfor att bolagsstdamman faststaller resultatrék-
ningen och balansrakningen for moderbolaget och koncernen.

Grund for uttalanden

Vi har utfort revisionen enligt International Standards on Auditing
(ISA) och god revisionssed i Sverige. Vart ansvar enligt dessa
standarder beskrivs ndrmare i avsnittet Revisorns ansvar. Vi &r
oberoende i férhallande till moderbolaget och koncernen enligt god
revisorssed i Sverige och har i dvrigt fullgjort vart yrkesetiska
ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrdckliga och
andamalsenliga som grund fér vara uttalanden.

Styrelsens och verkstéllande direktorens ansvar

Det ar styrelsen och verkstallande direktéren som har ansvaret for
att drsredovisningen och koncernredovisningen uppréttas och att
de ger en rattvisande bild enligt arsredovisningslagen. Styrelsen
och verkstallande direktéren ansvarar dven for den interna kontroll
som de bedémer &r nédvandig for att upprétta en arsredovisning
och koncernredovisning som inte innehaller nagra véasentliga fel-
aktigheter, vare sig dessa beror pa oegentligheter eller misstag.

Vid upprattandet av arsredovisningen och koncernredovisningen
ansvarar styrelsen och verkstallande direktdren fér bedémningen
av bolagets och koncernens férmaga att fortsatta verksamheten.
De upplyser, nar sa &r tillampligt, om férhallanden som kan paverka
férmagan att fortsétta verksamheten och att anvanda antagandet
om fortsatt drift. Antagandet om fortsatt drift tilldmpas dock inte
om styrelsen och verkstdllande direktdren avser att likvidera
bolaget, upphdra med verksamheten eller inte har ndgot realistiskt
alternativ till att géra nagot av detta.

Revisorns ansvar

Vara mal &r att uppna en rimlig grad av sékerhet om att arsredo-
visningen och koncernredovisningen som helhet inte innehaller
nagra véasentliga felaktigheter, vare sig dessa beror pa oegent-
ligheter eller misstag, och att Idmna en revisionsberattelse som
innehaller vara uttalanden. Rimlig sdkerhet & en hég grad av
sdkerhet, men ar ingen garanti for att en revision som utfors enligt
ISA och god revisionssed i Sverige alltid kommer att upptacka en
vésentlig felaktighet om en sadan finns. Felaktigheter kan uppsta
pa grund av oegentligheter eller misstag och anses vara vésentliga
om de enskilt eller tillsammans rimligen kan forvéntas paverka de
ekonomiska beslut som anvandare fattar med grund i
arsredovisningen och koncernredovisningen.

Som del av en revision enligt ISA anvander vi professionellt om-
dome och har en professionellt skeptisk instdllning under hela
revisionen. Dessutom:

e identifierar och beddmer vi riskerna fér vasentliga felaktig-
heter i arsredovisningen och koncernredovisningen, vare sig
dessa beror pd oegentligheter eller misstag, utformar och
utfér granskningsatgérder bland annat utifran dessa risker och
inhdmtar revisionsbevis som &r tillrdckliga och &ndamalsenliga
for att utgéra en grund for vara uttalanden. Risken fér att inte
upptdcka en vasentlig felaktighet till f6ljd av oegentligheter ar
hdgre &n for en vasentlig felaktighet som beror pd misstag,
eftersom oegentligheter kan innefatta agerande i maskopi, fér-
falskning, avsiktliga uteldmnanden, felaktig information eller
asidosattande av intern kontroll.

e skaffar vi oss en férstdelse av den del av bolagets interna
kontroll som har betydelse for var revision for att utforma
granskningsatgarder som &r ldmpliga med hénsyn till om-
standigheterna, men inte for att uttala oss om effektiviteten i
den interna kontrollen.

e utvarderar vi lampligheten i de redovisningsprinciper som an-
vands och rimligheten i styrelsens och verkstédllande direk-
torens uppskattningar i redovisningen och tillhérande upplys-
ningar.

e drar vi en slutsats om ldmpligheten i att styrelsen och verk-
stdllande direktoren anvander antagandet om fortsatt drift vid
upprattandet av arsredovisningen och koncernredovisningen.
Vi drar ocksd en slutsats, med grund i de inhdmtade
revisionsbevisen, om det finns ndgon vésentlig osékerhets-
faktor som avser sadana handelser eller férhdllanden som kan
leda till betydande tvivel om bolagets och koncernens férmaga
att fortsatta verksamheten. Om vi drar slutsatsen att det finns
en vasentlig osdkerhetsfaktor, maste vi i revisionsberattelsen
fasta uppméarksamheten pa upplysningarna i arsredovisningen
och koncernredovisningen om den vdasentliga osdkerhets-
faktorn eller, om sadana upplysningar &r otillrackliga,
modifiera uttalandet om &rsredovisningen och koncern-
redovisningen. Vara slutsatser baseras pa de revisionsbevis
som inhamtas fram till datumet for revisionsberattelsen. Dock
kan framtida handelser eller férhallanden gora att ett bolag
och en koncern inte ldngre kan fortsatta verksamheten.

e utvdrderar viden évergripande presentationen, strukturen och
innehallet i rsredovisningen och koncernredovisningen, déri-
bland upplysningarna, och om arsredovisningen och koncern-
redovisningen aterger de underliggande transaktionerna och
handelserna pa ett sdtt som ger en réattvisande bild.

e planerar och utfér vi koncernrevisionen for att inhdmta
tillrdckliga och dndamalsenliga revisionsbevis avseende den
finansiella informationen for foretag eller afférsenheterna
inom koncernen som grund fér att gora ett uttalande avseende
koncernredovisningen. Vi ansvarar for styrning, dvervakning
och genomgang av det revisionsarbete som utférts for
koncernrevisionens syfte. Vi & ensamt ansvariga fér vara
uttalanden.

Vi maste informera styrelsen om bland annat revisionens
planerade omfattning och inriktning samt tidpunkten fér den. Vi
maste ocksd informera om betydelsefulla iakttagelser under
revisionen, ddribland de eventuella betydande brister i den interna
kontrollen som vi identifierat.
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Building a better
working worid

Rapport om andra krav enligt lagar och andra
forfattningar

Uttalanden

Utdver var revision av arsredovisningen och koncernredovisningen
har vi dven utfort en revision av styrelsens och verkstallande direk-
térens forvaltning av Svenska Brasserier AB for ar 2025 samt av
forslaget till dispositioner betrdffande bolagets vinst eller forlust.

Vitillstyrker att bolagsstdamman disponerar vinsten enligt férslaget
i forvaltningsberdttelsen och beviljar styrelsens ledaméter och
verkstallande direktdren ansvarsfrihet for rékenskapsaret.

Sarskild férteckning dver 1an och sdkerheter har uppréttats i
enlighet med vad som féreskrivs i aktiebolagslagen.

Grund for uttalanden

Vi har utfért revisionen enligt god revisionssed i Sverige. Vart
ansvar enligt denna beskrivs ndrmare i avsnittet Revisorns ansvar.
Vi &r oberoende i férhallande till moderbolaget och koncernen
enligt god revisorssed i Sverige och har i 6vrigt fullgjort vart yrkes-
etiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrdckliga och
andamalsenliga som grund fér vara uttalanden.

Styrelsens och verkstéllande direktorens ansvar

Det ar styrelsen som har ansvaret for forslaget till dispositioner
betraffande bolagets vinst eller forlust. Vid forslag till utdelning
innefattar detta bland annat en bedémning av om utdelningen ar
forsvarlig med hansyn till de krav som bolagets och koncernens
verksamhetsart, omfattning och risker stéller pd storleken av
moderbolagets och koncernens egna kapital, konsolideringsbehov,
likviditet och stdllning i dvrigt.

Styrelsen ansvarar fér bolagets organisation och férvaltningen av
bolagets angeldgenheter. Detta innefattar bland annat att fort-
I6pande beddma bolagets och koncernens ekonomiska situation
och att tillse att bolagets organisation &r utformad sa att bok-
foringen, medelsforvaltningen och bolagets ekonomiska ange-
ldgenheter i dvrigt kontrolleras pa ett betryggande satt. Verk-
stdllande direktéren ska skoéta den I6pande forvaltningen enligt
styrelsens riktlinjer och anvisningar och bland annat vidta de atgér-
der som ar nddvandiga for att bolagets bokféring ska fullgdras i
Overensstdmmelse med lag och for att medelsférvaltningen ska
skdtas pa ett betryggande sétt.

Revisorns ansvar

Vart mal betréffande revisionen av férvaltningen, och darmed vart
uttalande om ansvarsfrinet, ar att inhamta revisionsbevis for att
med en rimlig grad av sdkerhet kunna bedéma om ndgon styrelse-
ledamot eller verkstéllande direktdren i ndgot vésentligt avseende:

o fdretagit ndgon atgérd eller gjort sig skyldig till nagon for-
summelse som kan foranleda ersattningsskyldighet mot
bolaget, eller

e pd nagot annat s&tt handlat i strid med aktiebolagslagen,
arsredovisningslagen eller bolagsordningen.

Vart mal betraffande revisionen av férslaget till dispositioner av
bolagets vinst eller férlust, och ddrmed vart uttalande om detta, &r
att med rimlig grad av sdkerhet bedoma om forslaget ar férenligt
med aktiebolagslagen.

Rimlig sakerhet ar en hég grad av sdkerhet, men ingen garanti for
att en revision som utfors enligt god revisionssed i Sverige alltid
kommer att upptécka atgarder eller férsummelser som kan féran-
leda ersattningsskyldighet mot bolaget, eller att ett forslag till
dispositioner av bolagets vinst eller forlust inte ar férenligt med
aktiebolagslagen.

Som en del av en revision enligt god revisionssed i Sverige an-
vander vi professionellt omddme och har en professionellt skeptisk
instalining under hela revisionen. Granskningen av forvaltningen
och forslaget till dispositioner av bolagets vinst eller férlust
grundar sig framst pa revisionen av rdkenskaperna. Vilka till-
kommande granskningsatgarder som utférs baseras pa var
professionella beddmning med utgdngspunkt i risk och védsentlig-
het. Det innebér att vi fokuserar granskningen pa sadana atgéarder,
omraden och férhallanden som &r vésentliga fér verksamheten och
dar avsteg och dvertradelser skulle ha sarskild betydelse fér bola-
gets situation. Vi gar igenom och prévar fattade beslut, besluts-
underlag, vidtagna atgarder och andra férhallanden som &r
relevanta fér vart uttalande om ansvarsfrinet. Som underlag fér
vart uttalande om styrelsens forslag till dispositioner betraffande
bolagets vinst eller forlust har vi granskat om férslaget ar forenligt
med aktiebolagslagen.

Stockholm den dag som framgar av var elektroniska underskrift

Ernst & Young AB

Johanna EkI6f
Auktoriserad revisor
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-04-08 19:36:43.39545 UTC ±5 ms

    		2026-04-08 18:57:23.049136 UTC

    		

      13.48.251.182

      

        

      

    

    		

      

        The initiator En kund hos Lexly (EkhL) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2026-07-07 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-04-08 19:42:23.330008 UTC ±6 ms

    		2026-04-08 18:57:23.049136 UTC

    		

      78.73.233.63

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The party Matilda Jackson (MJ1) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2026-04-08 19:42:34.341128 UTC ±6 ms

    		2026-04-08 18:57:23.049136 UTC

    		

      78.73.233.63

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        Matilda Jackson (MJ1) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: MATILDA JACKSON
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 78.73.233.63
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-08 19:42:36.163886 UTC ±6 ms

    		2026-04-08 18:57:23.049136 UTC

    		

      78.73.233.63

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The party Matilda Jackson (MJ1) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-08 19:42:55.497184 UTC ±6 ms

    		2026-04-08 18:57:23.049136 UTC

    		

      78.73.233.63

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Matilda Jackson (MJ1) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning Svenska Brasserier AB för 20250101-20251231" med dokument-ID 9222115557574870782.







Data returned from 
  the BankID network
:
  
Name: MATILDA JACKSON
  
ID number: 
  *Redacted by author*

  
IP: 78.73.233.63



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-08 19:56:38.244318 UTC ±7 ms

    		2026-04-08 18:57:23.049136 UTC

    		

      90.130.55.101

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Fanny Sturén (FS) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2026-04-08 19:56:49.751196 UTC ±7 ms

    		2026-04-08 18:57:23.049136 UTC

    		

      90.130.55.101

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        Fanny Sturén (FS) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: FANNY STURÉN
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 90.130.55.101
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-08 19:56:49.755948 UTC ±7 ms

    		2026-04-08 18:57:23.049136 UTC

    		

      90.130.55.101

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        Fanny Sturén (FS) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: FANNY STURÉN
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 90.130.55.101
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-08 19:56:51.45927 UTC ±7 ms

    		2026-04-08 18:57:23.049136 UTC

    		

      90.130.55.101

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Fanny Sturén (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-08 19:56:51.461993 UTC ±7 ms

    		2026-04-08 18:57:23.049136 UTC

    		

      90.130.55.101

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Fanny Sturén (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-08 19:57:39.168464 UTC ±0 ms

    		2026-04-08 19:57:23.172376 UTC

    		

      90.130.55.101

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Fanny Sturén (FS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning Svenska Brasserier AB för 20250101-20251231" med dokument-ID 9222115557574870782.







Data returned from 
  the BankID network
:
  
Name: FANNY STURÉN
  
ID number: 
  *Redacted by author*

  
IP: 90.130.55.101



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-09 03:43:30.796185 UTC ±4 ms

    		2026-04-09 02:57:35.357693 UTC

    		

      176.10.228.131

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party John Wattin (JW) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2026-04-09 03:43:42.264023 UTC ±4 ms

    		2026-04-09 02:57:35.357693 UTC

    		

      176.10.228.131

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        John Wattin (JW) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: Bertil John Wattin
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 176.10.228.131
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-09 03:43:43.087156 UTC ±4 ms

    		2026-04-09 02:57:35.357693 UTC

    		

      176.10.228.131

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party John Wattin (JW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-09 03:44:20.077348 UTC ±4 ms

    		2026-04-09 02:57:35.357693 UTC

    		

      176.10.228.131

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by John Wattin (JW) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning Svenska Brasserier AB för 20250101-20251231" med dokument-ID 9222115557574870782.







Data returned from 
  the BankID network
:
  
Name: Bertil John Wattin
  
ID number: 
  *Redacted by author*

  
IP: 176.10.228.131



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-09 05:15:24.822815 UTC ±2 ms

    		2026-04-09 04:57:38.035801 UTC

    		

      104.28.45.50

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Michael Porseryd (MP) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2026-04-09 05:15:37.848877 UTC ±2 ms

    		2026-04-09 04:57:38.035801 UTC

    		

      146.75.200.34

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        Michael Porseryd (MP) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: Rolf Michael Porseryd
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 77.218.225.226
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-09 05:15:42.697547 UTC ±2 ms

    		2026-04-09 04:57:38.035801 UTC

    		

      146.75.200.34

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Michael Porseryd (MP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-09 05:16:31.046949 UTC ±2 ms

    		2026-04-09 04:57:38.035801 UTC

    		

      104.28.45.51

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Michael Porseryd (MP) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning Svenska Brasserier AB för 20250101-20251231" med dokument-ID 9222115557574870782.







Data returned from 
  the BankID network
:
  
Name: Rolf Michael Porseryd
  
ID number: 
  *Redacted by author*

  
IP: 77.218.225.226



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-09 11:37:48.735135 UTC ±25 ms

    		2026-04-09 10:57:39.976217 UTC

    		

      83.185.245.42

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Nord (JN) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2026-04-09 11:38:08.200021 UTC ±25 ms

    		2026-04-09 10:57:39.976217 UTC

    		

      83.185.245.42

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        Jan Nord (JN) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: Jan Nord
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 83.185.245.42
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-09 11:38:14.759021 UTC ±25 ms

    		2026-04-09 10:57:39.976217 UTC

    		

      83.185.245.42

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Nord (JN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-09 11:39:19.205767 UTC ±26 ms

    		2026-04-09 10:57:39.976217 UTC

    		

      83.185.245.42

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Nord (JN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-09 17:54:35.50159 UTC ±29 ms

    		2026-04-09 16:57:46.891222 UTC

    		

      147.161.188.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Johanna Eklöf (JE) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2026-04-09 17:58:17.298255 UTC ±0 ms

    		2026-04-09 17:57:47.007352 UTC

    		

      147.161.188.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        Johanna Eklöf (JE) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: Johanna Margareta Eklöf
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 94.234.79.67
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-09 17:58:22.600186 UTC ±0 ms

    		2026-04-09 17:57:47.007352 UTC

    		

      147.161.188.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Johanna Eklöf (JE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-09 19:37:52.280427 UTC ±25 ms

    		2026-04-09 18:57:48.904727 UTC

    		

      83.185.245.42

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Nord (JN) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2026-04-09 19:38:07.439402 UTC ±25 ms

    		2026-04-09 18:57:48.904727 UTC

    		

      83.185.245.42

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        Jan Nord (JN) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: Jan Nord
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 83.185.245.42
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-09 19:38:07.442845 UTC ±25 ms

    		2026-04-09 18:57:48.904727 UTC

    		

      83.185.245.42

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        Jan Nord (JN) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: Jan Nord
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 83.185.245.42
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-09 19:38:09.842623 UTC ±25 ms

    		2026-04-09 18:57:48.904727 UTC

    		

      83.185.245.42

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Nord (JN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-09 19:38:10.64966 UTC ±25 ms

    		2026-04-09 18:57:48.904727 UTC

    		

      83.185.245.42

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jan Nord (JN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-09 19:39:49.644226 UTC ±26 ms

    		2026-04-09 18:57:48.904727 UTC

    		

      83.185.245.42

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/146.0.7680.151 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jan Nord (JN) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning Svenska Brasserier AB för 20250101-20251231" med dokument-ID 9222115557574870782.







Data returned from 
  the BankID network
:
  
Name: Jan Nord
  
ID number: 
  *Redacted by author*

  
IP: 83.185.245.42



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-09 20:23:47.511567 UTC ±15 ms

    		2026-04-09 19:57:50.834456 UTC

    		

      13.48.251.182

      

        

      

    

    		

      

        The user En kund hos Lexly (EkhL) changed the email address for the party from fmarkjensen@hotmail.com to mark.jensen@ambea.se.

      


    

  



  

  

    		2026-04-10 05:47:04.955564 UTC ±28 ms

    		2026-04-10 04:58:04.660998 UTC

    		

      85.115.37.180

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Mark Jensen (MJ2) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2026-04-10 05:47:31.856771 UTC ±28 ms

    		2026-04-10 04:58:04.660998 UTC

    		

      85.115.37.180

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        Mark Jensen (MJ2) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: Frederik Mark Jensen
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 94.234.85.237
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-10 05:47:34.415914 UTC ±28 ms

    		2026-04-10 04:58:04.660998 UTC

    		

      85.115.37.180

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Mark Jensen (MJ2) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-10 05:52:10.523954 UTC ±31 ms

    		2026-04-10 04:58:04.660998 UTC

    		

      85.115.37.180

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Mark Jensen (MJ2) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning Svenska Brasserier AB för 20250101-20251231" med dokument-ID 9222115557574870782.







Data returned from 
  the BankID network
:
  
Name: Frederik Mark Jensen
  
ID number: 
  *Redacted by author*

  
IP: 94.234.85.237



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-10 09:28:20.184489 UTC ±6 ms

    		2026-04-10 08:58:08.593584 UTC

    		

      83.140.77.189

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.2 Safari/605.1.15

      

    

    		

      

        The party Niklas Nordin (NN) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2026-04-10 09:28:31.894378 UTC ±6 ms

    		2026-04-10 08:58:08.593584 UTC

    		

      83.140.77.189

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.2 Safari/605.1.15

      

    

    		

      

        Niklas Nordin (NN) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: NIKLAS NORDIN
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 83.140.77.189
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-10 09:28:33.430677 UTC ±6 ms

    		2026-04-10 08:58:08.593584 UTC

    		

      83.140.77.189

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.2 Safari/605.1.15

      

    

    		

      

        The party Niklas Nordin (NN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-10 09:28:33.475184 UTC ±6 ms

    		2026-04-10 08:58:08.593584 UTC

    		

      83.140.77.189

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.2 Safari/605.1.15

      

    

    		

      

        The party Niklas Nordin (NN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-10 09:29:35.74998 UTC ±6 ms

    		2026-04-10 08:58:08.593584 UTC

    		

      83.140.77.189

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Niklas Nordin (NN) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning Svenska Brasserier AB för 20250101-20251231" med dokument-ID 9222115557574870782.







Data returned from 
  the BankID network
:
  
Name: NIKLAS NORDIN
  
ID number: 
  *Redacted by author*

  
IP: 83.140.77.189



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-10 10:40:21.480528 UTC ±14 ms

    		2026-04-10 09:58:09.978319 UTC

    		

      147.161.188.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Johanna Eklöf (JE) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2026-04-10 10:40:52.985955 UTC ±14 ms

    		2026-04-10 09:58:09.978319 UTC

    		

      147.161.188.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        Johanna Eklöf (JE) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
  
Name: Johanna Margareta Eklöf
  
  
  
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 2.66.103.200
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2026-04-10 10:40:54.273798 UTC ±14 ms

    		2026-04-10 09:58:09.978319 UTC

    		

      147.161.188.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Johanna Eklöf (JE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-10 10:48:24.445275 UTC ±17 ms

    		2026-04-10 09:58:09.978319 UTC

    		

      147.161.188.99

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Johanna Eklöf (JE) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning Svenska Brasserier AB för 20250101-20251231" med dokument-ID 9222115557574870782.







Data returned from 
  the BankID network
:
  
Name: Johanna Margareta Eklöf
  
ID number: 
  *Redacted by author*

  
IP: 2.66.103.200



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-10 10:48:24.445275 UTC ±17 ms

    		2026-04-10 09:58:09.978319 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-04-10 10:48:24.633457 UTC ±17 ms

    		2026-04-10 09:58:09.978319 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
Fsta) - 1522 2






 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 6.0 patchlevel 0 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.07 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-02-27 18:35:16.490067 UTC and 2026-04-10 09:58:09.978319 UTC:







  		Time collected

  		Clock offset







  

    		2026-02-27 18:35:16.490067

    		0.0 ms

  





  

    		2026-02-27 19:35:16.937038

    		0.1 ms

  





  

    		2026-02-27 20:35:18.235648

    		-0.2 ms

  





  

    		2026-02-27 21:35:19.860604

    		-0.1 ms

  





  

    		2026-02-27 22:35:21.753847

    		0.0 ms

  





  

    		2026-02-27 23:35:23.809526

    		0.0 ms

  





  

    		2026-02-28 00:35:25.443939

    		0.2 ms

  





  

    		2026-02-28 01:35:26.933371

    		0.0 ms

  





  

    		2026-02-28 02:35:28.13313

    		0.0 ms

  





  

    		2026-02-28 03:35:29.597045

    		0.2 ms

  





  

    		2026-02-28 04:35:31.269221

    		0.0 ms

  





  

    		2026-02-28 05:35:33.042555

    		0.0 ms

  





  

    		2026-02-28 06:35:35.242768

    		0.0 ms

  





  

    		2026-02-28 07:35:36.707591

    		0.0 ms

  





  

    		2026-02-28 08:35:37.824987

    		-0.1 ms

  





  

    		2026-02-28 09:35:38.222966

    		0.0 ms

  





  

    		2026-02-28 10:35:38.911343

    		0.0 ms

  





  

    		2026-02-28 11:35:39.273306

    		0.0 ms

  





  

    		2026-02-28 12:35:40.005409

    		0.0 ms

  





  

    		2026-02-28 13:35:40.528498

    		-0.1 ms

  





  

    		2026-02-28 14:35:41.543761

    		0.0 ms

  





  

    		2026-02-28 15:35:41.788059

    		0.0 ms

  





  

    		2026-02-28 16:35:41.83437

    		0.0 ms

  





  

    		2026-02-28 17:35:42.112828

    		0.0 ms

  





  

    		2026-02-28 18:35:43.148617

    		-0.2 ms

  





  

    		2026-02-28 19:35:43.832881

    		0.0 ms

  





  

    		2026-02-28 20:35:46.193691

    		0.0 ms

  





  

    		2026-02-28 21:35:46.504712

    		0.0 ms

  





  

    		2026-02-28 22:35:47.112877

    		0.0 ms

  





  

    		2026-02-28 23:35:47.360266

    		0.0 ms

  





  

    		2026-03-01 00:35:47.45648

    		0.0 ms

  





  

    		2026-03-01 01:35:47.991605

    		0.0 ms

  





  

    		2026-03-01 02:35:49.377953

    		0.0 ms

  





  

    		2026-03-01 03:35:50.923915

    		0.0 ms

  





  

    		2026-03-01 04:35:50.937382

    		0.0 ms

  





  

    		2026-03-01 05:35:52.675701

    		0.0 ms

  





  

    		2026-03-01 06:35:53.205992

    		0.0 ms

  





  

    		2026-03-01 07:35:53.663146

    		0.1 ms

  





  

    		2026-03-01 08:35:53.76154

    		0.0 ms

  





  

    		2026-03-01 09:35:54.092434

    		0.0 ms

  





  

    		2026-03-01 10:35:54.644773

    		-0.3 ms

  





  

    		2026-03-01 11:35:54.731464

    		0.0 ms

  





  

    		2026-03-01 12:35:56.181255

    		0.0 ms

  





  

    		2026-03-01 13:35:56.423745

    		0.0 ms

  





  

    		2026-03-01 14:35:57.618909

    		0.0 ms

  





  

    		2026-03-01 15:35:58.042837

    		0.0 ms

  





  

    		2026-03-01 16:35:58.137708

    		0.0 ms

  





  

    		2026-03-01 17:35:58.269606

    		0.0 ms

  





  

    		2026-03-01 18:35:58.33413

    		0.0 ms

  





  

    		2026-03-01 19:36:00.078569

    		0.0 ms

  





  

    		2026-03-01 20:36:00.358672

    		0.0 ms

  





  

    		2026-03-01 21:36:00.576244

    		0.0 ms

  





  

    		2026-03-01 22:36:01.875794

    		0.0 ms

  





  

    		2026-03-01 23:36:03.770288

    		0.0 ms

  





  

    		2026-03-02 00:36:05.622806

    		0.0 ms

  





  

    		2026-03-02 01:36:07.109263

    		0.0 ms

  





  

    		2026-03-02 02:36:08.518387

    		0.0 ms

  





  

    		2026-03-02 03:36:09.907687

    		0.0 ms

  





  

    		2026-03-02 04:36:11.990615

    		0.1 ms

  





  

    		2026-03-02 05:36:13.532595

    		0.0 ms

  





  

    		2026-03-02 06:36:15.992302

    		0.0 ms

  





  

    		2026-03-02 07:36:16.037614

    		0.0 ms

  





  

    		2026-03-02 08:36:16.276147

    		0.0 ms

  





  

    		2026-03-02 09:36:17.066945

    		0.0 ms

  





  

    		2026-03-02 10:36:17.656274

    		0.0 ms

  





  

    		2026-03-02 11:36:18.387616

    		0.0 ms

  





  

    		2026-03-02 12:36:18.784732

    		0.0 ms

  





  

    		2026-03-02 13:36:19.296716

    		0.0 ms

  





  

    		2026-03-02 14:36:20.319814

    		0.0 ms

  





  

    		2026-03-02 15:36:20.460959

    		0.1 ms

  





  

    		2026-03-02 16:36:20.687107

    		-0.1 ms

  





  

    		2026-03-02 17:36:21.832718

    		-0.1 ms

  





  

    		2026-03-02 18:36:21.96884

    		0.0 ms

  





  

    		2026-03-02 19:36:22.64433

    		0.0 ms

  





  

    		2026-03-02 20:36:23.783679

    		0.0 ms

  





  

    		2026-03-02 21:36:26.356799

    		0.0 ms

  





  

    		2026-03-02 22:36:28.266932

    		-0.3 ms

  





  

    		2026-03-02 23:36:29.802393

    		0.3 ms

  





  

    		2026-03-03 00:36:31.504381

    		0.1 ms

  





  

    		2026-03-03 01:36:33.488563

    		0.0 ms

  





  

    		2026-03-03 02:36:35.325801

    		0.0 ms

  





  

    		2026-03-03 03:36:36.866036

    		-0.1 ms

  





  

    		2026-03-03 04:36:38.46292

    		0.0 ms

  





  

    		2026-03-03 05:36:39.920407

    		-0.1 ms

  





  

    		2026-03-03 06:36:40.762348

    		0.0 ms

  





  

    		2026-03-03 07:36:40.859034

    		0.1 ms

  





  

    		2026-03-03 08:36:41.746823

    		0.0 ms

  





  

    		2026-03-03 09:36:42.049856

    		0.0 ms

  





  

    		2026-03-03 10:36:42.294579

    		0.0 ms

  





  

    		2026-03-03 11:36:42.393933

    		-0.2 ms

  





  

    		2026-03-03 12:36:43.086533

    		-0.1 ms

  





  

    		2026-03-03 13:36:43.11591

    		0.0 ms

  





  

    		2026-03-03 14:36:43.421051

    		0.0 ms

  





  

    		2026-03-03 15:36:45.21279

    		0.0 ms

  





  

    		2026-03-03 16:36:45.256377

    		0.0 ms

  





  

    		2026-03-03 17:36:45.505554

    		0.0 ms

  





  

    		2026-03-03 18:36:45.590966

    		0.0 ms

  





  

    		2026-03-03 19:36:48.265018

    		0.0 ms

  





  

    		2026-03-03 20:36:48.296532

    		0.0 ms

  





  

    		2026-03-03 21:36:48.604497

    		-0.1 ms

  





  

    		2026-03-03 22:36:48.630108

    		0.0 ms

  





  

    		2026-03-03 23:36:49.219475

    		0.0 ms

  





  

    		2026-03-04 00:36:50.803269

    		0.1 ms

  





  

    		2026-03-04 01:36:51.958415

    		0.2 ms

  





  

    		2026-03-04 02:36:52.964049

    		0.1 ms

  





  

    		2026-03-04 03:36:54.130101

    		-0.1 ms

  





  

    		2026-03-04 04:36:55.361464

    		-0.1 ms

  





  

    		2026-03-04 05:36:56.90357

    		0.1 ms

  





  

    		2026-03-04 06:36:59.419036

    		-0.1 ms

  





  

    		2026-03-04 07:37:00.772948

    		0.0 ms

  





  

    		2026-03-04 08:37:01.255759

    		0.0 ms

  





  

    		2026-03-04 09:37:01.294199

    		0.0 ms

  





  

    		2026-03-04 10:37:02.560062

    		0.1 ms

  





  

    		2026-03-04 11:37:03.310684

    		0.1 ms

  





  

    		2026-03-04 12:37:03.857582

    		0.0 ms

  





  

    		2026-03-04 13:37:03.989558

    		-0.1 ms

  





  

    		2026-03-04 14:37:04.338009

    		0.0 ms

  





  

    		2026-03-04 15:37:05.000491

    		0.0 ms

  





  

    		2026-03-04 16:37:05.189138

    		0.0 ms

  





  

    		2026-03-04 17:37:05.521196

    		0.0 ms

  





  

    		2026-03-04 18:37:06.033121

    		0.0 ms

  





  

    		2026-03-04 19:37:06.327257

    		0.0 ms

  





  

    		2026-03-04 20:37:07.561572

    		0.0 ms

  





  

    		2026-03-04 21:37:07.93806

    		0.0 ms

  





  

    		2026-03-04 22:37:08.043058

    		0.0 ms

  





  

    		2026-03-04 23:37:09.755279

    		0.1 ms

  





  

    		2026-03-05 00:37:10.976181

    		-0.1 ms

  





  

    		2026-03-05 01:37:12.829981

    		0.5 ms

  





  

    		2026-03-05 02:37:14.369543

    		0.0 ms

  





  

    		2026-03-05 03:37:15.957938

    		0.1 ms

  





  

    		2026-03-05 04:37:17.140241

    		0.1 ms

  





  

    		2026-03-05 05:37:18.604503

    		0.2 ms

  





  

    		2026-03-05 06:37:20.222906

    		-0.1 ms

  





  

    		2026-03-05 07:37:21.01958

    		0.0 ms

  





  

    		2026-03-05 08:37:21.659015

    		0.1 ms

  





  

    		2026-03-05 09:37:22.859518

    		0.0 ms

  





  

    		2026-03-05 10:37:22.895065

    		0.0 ms

  





  

    		2026-03-05 11:37:23.172781

    		0.0 ms

  





  

    		2026-03-05 12:37:24.132707

    		0.0 ms

  





  

    		2026-03-05 13:37:24.327522

    		0.0 ms

  





  

    		2026-03-05 14:37:24.736927

    		0.0 ms

  





  

    		2026-03-05 15:37:25.065791

    		-0.1 ms

  





  

    		2026-03-05 16:37:25.24393

    		0.2 ms

  





  

    		2026-03-05 17:37:26.54744

    		0.3 ms

  





  

    		2026-03-05 18:37:28.053377

    		0.0 ms

  





  

    		2026-03-05 19:37:30.169926

    		0.0 ms

  





  

    		2026-03-05 20:37:32.001652

    		0.1 ms

  





  

    		2026-03-05 21:37:33.901741

    		0.0 ms

  





  

    		2026-03-05 22:37:35.214339

    		0.1 ms

  





  

    		2026-03-05 23:37:36.667363

    		0.1 ms

  





  

    		2026-03-06 00:37:37.807285

    		0.0 ms

  





  

    		2026-03-06 01:37:38.898517

    		0.0 ms

  





  

    		2026-03-06 02:37:39.008478

    		0.0 ms

  





  

    		2026-03-06 03:37:40.480434

    		-0.1 ms

  





  

    		2026-03-06 04:37:41.788832

    		0.0 ms

  





  

    		2026-03-06 05:37:43.113316

    		0.0 ms

  





  

    		2026-03-06 06:37:44.889285

    		0.0 ms

  





  

    		2026-03-06 07:37:46.696659

    		0.0 ms

  





  

    		2026-03-06 08:37:47.204457

    		0.0 ms

  





  

    		2026-03-06 09:37:47.780527

    		-0.1 ms

  





  

    		2026-03-06 10:37:48.105261

    		0.0 ms

  





  

    		2026-03-06 11:37:49.422308

    		0.1 ms

  





  

    		2026-03-06 12:37:50.097215

    		-0.1 ms

  





  

    		2026-03-06 13:37:51.043851

    		0.0 ms

  





  

    		2026-03-06 14:37:52.834809

    		0.0 ms

  





  

    		2026-03-06 15:37:52.98665

    		0.0 ms

  





  

    		2026-03-06 16:37:53.229981

    		0.1 ms

  





  

    		2026-03-06 17:37:54.793397

    		0.0 ms

  





  

    		2026-03-06 18:37:57.173965

    		0.0 ms

  





  

    		2026-03-06 19:37:59.296499

    		0.0 ms

  





  

    		2026-03-06 20:38:00.983861

    		0.0 ms

  





  

    		2026-03-06 21:38:02.645616

    		0.0 ms

  





  

    		2026-03-06 22:38:04.215915

    		0.0 ms

  





  

    		2026-03-06 23:38:05.518014

    		0.0 ms

  





  

    		2026-03-07 00:38:06.951864

    		0.1 ms

  





  

    		2026-03-07 01:38:08.282359

    		0.0 ms

  





  

    		2026-03-07 02:38:09.583418

    		0.0 ms

  





  

    		2026-03-07 03:38:10.691758

    		0.0 ms

  





  

    		2026-03-07 04:38:12.210864

    		0.0 ms

  





  

    		2026-03-07 05:38:13.264528

    		0.0 ms

  





  

    		2026-03-07 06:38:13.583486

    		0.0 ms

  





  

    		2026-03-07 07:38:16.175831

    		0.0 ms

  





  

    		2026-03-07 08:38:16.379274

    		0.0 ms

  





  

    		2026-03-07 09:38:16.959839

    		-0.1 ms

  





  

    		2026-03-07 10:38:17.183107

    		0.0 ms

  





  

    		2026-03-07 11:38:17.262423

    		-0.1 ms

  





  

    		2026-03-07 12:38:17.434436

    		-0.1 ms

  





  

    		2026-03-07 13:38:17.484506

    		-0.1 ms

  





  

    		2026-03-07 14:38:18.031156

    		0.0 ms

  





  

    		2026-03-07 15:38:18.051885

    		0.1 ms

  





  

    		2026-03-07 16:38:20.133041

    		-0.1 ms

  





  

    		2026-03-07 17:38:21.123402

    		0.0 ms

  





  

    		2026-03-07 18:38:22.269936

    		0.3 ms

  





  

    		2026-03-07 19:38:22.312059

    		0.0 ms

  





  

    		2026-03-07 20:38:24.406313

    		0.0 ms

  





  

    		2026-03-07 21:38:27.07541

    		-0.1 ms

  





  

    		2026-03-07 22:38:28.895276

    		0.0 ms

  





  

    		2026-03-07 23:38:30.337957

    		0.0 ms

  





  

    		2026-03-08 00:38:31.754312

    		0.0 ms

  





  

    		2026-03-08 01:38:33.226846

    		0.0 ms

  





  

    		2026-03-08 02:38:34.513981

    		0.0 ms

  





  

    		2026-03-08 03:38:35.881314

    		0.0 ms

  





  

    		2026-03-08 04:38:37.193632

    		0.0 ms

  





  

    		2026-03-08 05:38:38.434304

    		0.0 ms

  





  

    		2026-03-08 06:38:40.800101

    		-0.1 ms

  





  

    		2026-03-08 07:38:41.182424

    		-0.1 ms

  





  

    		2026-03-08 08:38:43.874482

    		0.0 ms

  





  

    		2026-03-08 09:38:44.383115

    		0.0 ms

  





  

    		2026-03-08 10:38:44.993119

    		0.1 ms

  





  

    		2026-03-08 11:38:45.964418

    		0.0 ms

  





  

    		2026-03-08 12:38:47.027298

    		-0.1 ms

  





  

    		2026-03-08 13:38:47.121819

    		-0.1 ms

  





  

    		2026-03-08 14:38:47.808795

    		0.0 ms

  





  

    		2026-03-08 15:38:47.865354

    		0.1 ms

  





  

    		2026-03-08 16:38:48.091822

    		0.0 ms

  





  

    		2026-03-08 17:38:50.080713

    		0.0 ms

  





  

    		2026-03-08 18:38:50.303362

    		0.0 ms

  





  

    		2026-03-08 19:38:51.869413

    		0.0 ms

  





  

    		2026-03-08 20:38:52.468772

    		0.0 ms

  





  

    		2026-03-08 21:38:54.591511

    		0.0 ms

  





  

    		2026-03-08 22:38:56.437225

    		0.0 ms

  





  

    		2026-03-08 23:38:58.414061

    		0.0 ms

  





  

    		2026-03-09 00:39:00.706907

    		-0.1 ms

  





  

    		2026-03-09 01:39:02.292001

    		0.0 ms

  





  

    		2026-03-09 02:39:03.798273

    		0.1 ms

  





  

    		2026-03-09 03:39:05.262261

    		0.0 ms

  





  

    		2026-03-09 04:39:06.883257

    		0.0 ms

  





  

    		2026-03-09 05:39:06.9199

    		0.0 ms

  





  

    		2026-03-09 06:39:08.181877

    		0.0 ms

  





  

    		2026-03-09 07:39:09.274106

    		0.0 ms

  





  

    		2026-03-09 08:39:10.316013

    		0.0 ms

  





  

    		2026-03-09 09:39:10.699597

    		0.0 ms

  





  

    		2026-03-09 10:39:10.809439

    		0.2 ms

  





  

    		2026-03-09 11:39:10.986439

    		0.1 ms

  





  

    		2026-03-09 12:39:11.021234

    		-0.1 ms

  





  

    		2026-03-09 13:39:11.92667

    		-0.2 ms

  





  

    		2026-03-09 14:39:12.415447

    		0.0 ms

  





  

    		2026-03-09 15:39:12.928265

    		0.0 ms

  





  

    		2026-03-09 16:39:13.61761

    		0.0 ms

  





  

    		2026-03-09 17:39:14.135581

    		0.0 ms

  





  

    		2026-03-09 18:39:14.383089

    		0.0 ms

  





  

    		2026-03-09 19:39:14.405932

    		0.1 ms

  





  

    		2026-03-09 20:39:15.747544

    		0.0 ms

  





  

    		2026-03-09 21:39:15.911251

    		0.1 ms

  





  

    		2026-03-09 22:39:16.85646

    		0.0 ms

  





  

    		2026-03-09 23:39:18.635964

    		0.0 ms

  





  

    		2026-03-10 00:39:19.988429

    		0.1 ms

  





  

    		2026-03-10 01:39:21.820598

    		0.3 ms

  





  

    		2026-03-10 02:39:23.153969

    		0.0 ms

  





  

    		2026-03-10 03:39:24.577027

    		-0.1 ms

  





  

    		2026-03-10 04:39:25.662177

    		0.0 ms

  





  

    		2026-03-10 05:39:25.713537

    		0.0 ms

  





  

    		2026-03-10 06:39:25.909528

    		0.0 ms

  





  

    		2026-03-10 07:39:26.316063

    		-0.2 ms

  





  

    		2026-03-10 08:39:26.654568

    		0.0 ms

  





  

    		2026-03-10 09:39:26.973997

    		0.0 ms

  





  

    		2026-03-10 10:39:28.535189

    		0.0 ms

  





  

    		2026-03-10 11:39:28.599351

    		0.0 ms

  





  

    		2026-03-10 12:39:28.862034

    		-0.2 ms

  





  

    		2026-03-10 13:39:29.496761

    		0.0 ms

  





  

    		2026-03-10 14:39:29.736678

    		0.0 ms

  





  

    		2026-03-10 15:39:30.352379

    		0.0 ms

  





  

    		2026-03-10 16:39:30.455884

    		0.3 ms

  





  

    		2026-03-10 17:39:31.171537

    		0.0 ms

  





  

    		2026-03-10 18:39:33.019949

    		0.0 ms

  





  

    		2026-03-10 19:39:35.157483

    		0.0 ms

  





  

    		2026-03-10 20:39:35.193082

    		0.1 ms

  





  

    		2026-03-10 21:39:37.454541

    		0.1 ms

  





  

    		2026-03-10 22:39:39.163909

    		0.0 ms

  





  

    		2026-03-10 23:39:40.843883

    		0.3 ms

  





  

    		2026-03-11 00:39:42.195415

    		0.1 ms

  





  

    		2026-03-11 01:39:43.472867

    		0.0 ms

  





  

    		2026-03-11 02:39:44.795287

    		0.0 ms

  





  

    		2026-03-11 03:39:46.327292

    		0.0 ms

  





  

    		2026-03-11 04:39:47.280614

    		0.0 ms

  





  

    		2026-03-11 05:39:48.221298

    		0.0 ms

  





  

    		2026-03-11 06:39:49.606533

    		-0.1 ms

  





  

    		2026-03-11 07:39:51.708129

    		0.1 ms

  





  

    		2026-03-11 08:39:52.08691

    		0.0 ms

  





  

    		2026-03-11 09:39:52.947275

    		0.0 ms

  





  

    		2026-03-11 10:39:53.187552

    		0.0 ms

  





  

    		2026-03-11 11:39:53.277842

    		-0.1 ms

  





  

    		2026-03-11 12:39:53.552807

    		0.0 ms

  





  

    		2026-03-11 13:39:53.624632

    		0.1 ms

  





  

    		2026-03-11 14:39:53.725808

    		0.0 ms

  





  

    		2026-03-11 15:39:53.938064

    		-0.1 ms

  





  

    		2026-03-11 16:39:54.720376

    		0.0 ms

  





  

    		2026-03-11 17:39:55.822262

    		-0.2 ms

  





  

    		2026-03-11 18:39:55.965019

    		0.0 ms

  





  

    		2026-03-11 19:39:58.156694

    		0.0 ms

  





  

    		2026-03-11 20:40:00.631339

    		-0.2 ms

  





  

    		2026-03-11 21:40:02.334084

    		0.0 ms

  





  

    		2026-03-11 22:40:03.875871

    		0.0 ms

  





  

    		2026-03-11 23:40:05.139289

    		0.1 ms

  





  

    		2026-03-12 00:40:06.340437

    		0.0 ms

  





  

    		2026-03-12 01:40:07.447423

    		0.0 ms

  





  

    		2026-03-12 02:40:08.82068

    		0.0 ms

  





  

    		2026-03-12 03:40:10.17859

    		-0.5 ms

  





  

    		2026-03-12 04:40:11.44899

    		0.0 ms

  





  

    		2026-03-12 05:40:12.90184

    		-0.1 ms

  





  

    		2026-03-12 06:40:14.50379

    		-0.1 ms

  





  

    		2026-03-12 07:40:14.583955

    		-0.1 ms

  





  

    		2026-03-12 08:40:16.57216

    		-0.1 ms

  





  

    		2026-03-12 09:40:16.888107

    		0.0 ms

  





  

    		2026-03-12 10:40:17.763736

    		0.0 ms

  





  

    		2026-03-12 11:40:18.399623

    		0.0 ms

  





  

    		2026-03-12 12:40:18.538492

    		0.0 ms

  





  

    		2026-03-12 13:40:18.570076

    		0.0 ms

  





  

    		2026-03-12 14:40:19.047685

    		0.0 ms

  





  

    		2026-03-12 15:40:20.29426

    		0.0 ms

  





  

    		2026-03-12 16:40:21.299356

    		0.0 ms

  





  

    		2026-03-12 17:40:21.68639

    		0.0 ms

  





  

    		2026-03-12 18:40:24.138858

    		0.0 ms

  





  

    		2026-03-12 19:40:26.429577

    		0.0 ms

  





  

    		2026-03-12 20:40:28.383727

    		0.1 ms

  





  

    		2026-03-12 21:40:30.812983

    		0.0 ms

  





  

    		2026-03-12 22:40:32.393556

    		0.0 ms

  





  

    		2026-03-12 23:40:33.692753

    		0.0 ms

  





  

    		2026-03-13 00:40:35.062726

    		0.0 ms

  





  

    		2026-03-13 01:40:36.460866

    		0.0 ms

  





  

    		2026-03-13 02:40:36.796192

    		0.0 ms

  





  

    		2026-03-13 03:40:38.273509

    		0.0 ms

  





  

    		2026-03-13 04:40:40.339571

    		0.0 ms

  





  

    		2026-03-13 05:40:42.065002

    		0.0 ms

  





  

    		2026-03-13 06:40:43.730721

    		0.0 ms

  





  

    		2026-03-13 07:40:43.814508

    		0.0 ms

  





  

    		2026-03-13 08:40:44.089052

    		0.0 ms

  





  

    		2026-03-13 09:40:44.500862

    		0.0 ms

  





  

    		2026-03-13 10:40:45.296266

    		0.0 ms

  





  

    		2026-03-13 11:40:45.331534

    		0.1 ms

  





  

    		2026-03-13 12:40:46.694076

    		0.0 ms

  





  

    		2026-03-13 13:40:46.778855

    		0.1 ms

  





  

    		2026-03-13 14:40:46.801976

    		0.0 ms

  





  

    		2026-03-13 15:40:46.874767

    		0.0 ms

  





  

    		2026-03-13 16:40:48.199687

    		0.0 ms

  





  

    		2026-03-13 17:40:50.297965

    		0.0 ms

  





  

    		2026-03-13 18:40:52.711145

    		0.0 ms

  





  

    		2026-03-13 19:40:54.937488

    		0.0 ms

  





  

    		2026-03-13 20:40:56.640932

    		0.0 ms

  





  

    		2026-03-13 21:40:58.616385

    		0.0 ms

  





  

    		2026-03-13 22:41:00.252495

    		0.0 ms

  





  

    		2026-03-13 23:41:01.975193

    		0.0 ms

  





  

    		2026-03-14 00:41:03.4089

    		0.0 ms

  





  

    		2026-03-14 01:41:04.90495

    		0.0 ms

  





  

    		2026-03-14 02:41:06.351325

    		0.0 ms

  





  

    		2026-03-14 03:41:07.930729

    		0.0 ms

  





  

    		2026-03-14 04:41:09.228314

    		0.0 ms

  





  

    		2026-03-14 05:41:09.373832

    		0.2 ms

  





  

    		2026-03-14 06:41:12.153713

    		-0.2 ms

  





  

    		2026-03-14 07:41:12.381108

    		-0.1 ms

  





  

    		2026-03-14 08:41:13.260258

    		0.0 ms

  





  

    		2026-03-14 09:41:13.644122

    		0.0 ms

  





  

    		2026-03-14 10:41:13.902171

    		0.0 ms

  





  

    		2026-03-14 11:41:14.344945

    		0.0 ms

  





  

    		2026-03-14 12:41:15.476297

    		0.0 ms

  





  

    		2026-03-14 13:41:15.610778

    		0.0 ms

  





  

    		2026-03-14 14:41:17.088137

    		0.0 ms

  





  

    		2026-03-14 15:41:17.6704

    		0.0 ms

  





  

    		2026-03-14 16:41:17.964476

    		0.0 ms

  





  

    		2026-03-14 17:41:20.264867

    		0.0 ms

  





  

    		2026-03-14 18:41:20.689978

    		0.0 ms

  





  

    		2026-03-14 19:41:20.768012

    		0.0 ms

  





  

    		2026-03-14 20:41:20.855451

    		0.0 ms

  





  

    		2026-03-14 21:41:22.331692

    		0.0 ms

  





  

    		2026-03-14 22:41:22.654155

    		0.0 ms

  





  

    		2026-03-14 23:41:23.05032

    		0.0 ms

  





  

    		2026-03-15 00:41:24.734265

    		0.0 ms

  





  

    		2026-03-15 01:41:26.234777

    		0.0 ms

  





  

    		2026-03-15 02:41:27.755211

    		0.0 ms

  





  

    		2026-03-15 03:41:29.338791

    		0.0 ms

  





  

    		2026-03-15 04:41:30.930395

    		0.0 ms

  





  

    		2026-03-15 05:41:32.302686

    		0.0 ms

  





  

    		2026-03-15 06:41:34.588456

    		0.0 ms

  





  

    		2026-03-15 07:41:36.330295

    		0.0 ms

  





  

    		2026-03-15 08:41:37.361053

    		0.0 ms

  





  

    		2026-03-15 09:41:37.6007

    		0.0 ms

  





  

    		2026-03-15 10:41:37.77103

    		0.2 ms

  





  

    		2026-03-15 11:41:37.994265

    		0.0 ms

  





  

    		2026-03-15 12:41:40.078102

    		0.0 ms

  





  

    		2026-03-15 13:41:40.68312

    		0.1 ms

  





  

    		2026-03-15 14:41:41.432986

    		0.0 ms

  





  

    		2026-03-15 15:41:41.606481

    		0.0 ms

  





  

    		2026-03-15 16:41:41.817737

    		0.0 ms

  





  

    		2026-03-15 17:41:43.03523

    		0.0 ms

  





  

    		2026-03-15 18:41:43.120027

    		0.0 ms

  





  

    		2026-03-15 19:41:43.479173

    		0.0 ms

  





  

    		2026-03-15 20:41:44.36457

    		0.0 ms

  





  

    		2026-03-15 21:41:46.285873

    		0.1 ms

  





  

    		2026-03-15 22:41:48.12982

    		0.0 ms

  





  

    		2026-03-15 23:41:49.503438

    		0.0 ms

  





  

    		2026-03-16 00:41:51.152717

    		0.0 ms

  





  

    		2026-03-16 01:41:52.395656

    		0.0 ms

  





  

    		2026-03-16 02:41:53.906285

    		0.0 ms

  





  

    		2026-03-16 03:41:55.195427

    		0.0 ms

  





  

    		2026-03-16 04:41:55.582062

    		0.0 ms

  





  

    		2026-03-16 05:41:57.406843

    		0.0 ms

  





  

    		2026-03-16 06:41:58.142775

    		0.0 ms

  





  

    		2026-03-16 07:41:59.711398

    		0.0 ms

  





  

    		2026-03-16 08:41:59.743363

    		-0.1 ms

  





  

    		2026-03-16 09:42:00.316004

    		0.0 ms

  





  

    		2026-03-16 10:42:00.58429

    		0.0 ms

  





  

    		2026-03-16 11:42:01.038081

    		0.0 ms

  





  

    		2026-03-16 12:42:01.070294

    		-0.1 ms

  





  

    		2026-03-16 13:42:01.490486

    		0.0 ms

  





  

    		2026-03-16 14:42:01.676622

    		-0.2 ms

  





  

    		2026-03-16 15:42:01.943644

    		0.2 ms

  





  

    		2026-03-16 16:42:03.064389

    		0.0 ms

  





  

    		2026-03-16 17:42:04.097464

    		0.0 ms

  





  

    		2026-03-16 18:42:05.491914

    		-0.1 ms

  





  

    		2026-03-16 19:42:05.762301

    		0.0 ms

  





  

    		2026-03-16 20:42:08.643511

    		0.0 ms

  





  

    		2026-03-16 21:42:10.672014

    		0.0 ms

  





  

    		2026-03-16 22:42:12.101451

    		0.1 ms

  





  

    		2026-03-16 23:42:13.296281

    		0.1 ms

  





  

    		2026-03-17 00:42:14.656858

    		0.0 ms

  





  

    		2026-03-17 01:42:16.039059

    		0.0 ms

  





  

    		2026-03-17 02:42:17.048139

    		0.0 ms

  





  

    		2026-03-17 03:42:18.290469

    		0.0 ms

  





  

    		2026-03-17 04:42:19.60494

    		0.0 ms

  





  

    		2026-03-17 05:42:20.955486

    		0.0 ms

  





  

    		2026-03-17 06:42:21.969761

    		0.2 ms

  





  

    		2026-03-17 07:42:22.481293

    		0.0 ms

  





  

    		2026-03-17 08:42:23.188221

    		0.0 ms

  





  

    		2026-03-17 09:42:23.515398

    		0.2 ms

  





  

    		2026-03-17 10:42:23.897336

    		0.1 ms

  





  

    		2026-03-17 11:42:24.380084

    		-0.2 ms

  





  

    		2026-03-17 12:42:24.425245

    		0.0 ms

  





  

    		2026-03-17 13:42:25.297085

    		0.2 ms

  





  

    		2026-03-17 14:42:25.669413

    		0.0 ms

  





  

    		2026-03-17 15:42:25.715489

    		0.1 ms

  





  

    		2026-03-17 16:42:27.986861

    		0.0 ms

  





  

    		2026-03-17 17:42:28.918585

    		0.1 ms

  





  

    		2026-03-17 18:42:29.275222

    		0.0 ms

  





  

    		2026-03-17 19:42:29.468386

    		0.0 ms

  





  

    		2026-03-17 20:42:29.535029

    		0.0 ms

  





  

    		2026-03-17 21:42:29.590155

    		0.0 ms

  





  

    		2026-03-17 22:42:29.907555

    		0.0 ms

  





  

    		2026-03-17 23:42:31.094293

    		0.1 ms

  





  

    		2026-03-18 00:42:32.748307

    		0.0 ms

  





  

    		2026-03-18 01:42:34.156761

    		0.0 ms

  





  

    		2026-03-18 02:42:35.793237

    		-0.1 ms

  





  

    		2026-03-18 03:42:37.163287

    		0.0 ms

  





  

    		2026-03-18 04:42:38.735144

    		0.0 ms

  





  

    		2026-03-18 05:42:40.163568

    		0.0 ms

  





  

    		2026-03-18 06:42:42.175108

    		0.0 ms

  





  

    		2026-03-18 07:42:42.278656

    		0.0 ms

  





  

    		2026-03-18 08:42:42.958027

    		0.0 ms

  





  

    		2026-03-18 09:42:43.082725

    		0.0 ms

  





  

    		2026-03-18 10:42:43.742783

    		0.0 ms

  





  

    		2026-03-18 11:42:44.286825

    		0.0 ms

  





  

    		2026-03-18 12:42:44.58984

    		0.0 ms

  





  

    		2026-03-18 13:42:45.20446

    		0.0 ms

  





  

    		2026-03-18 14:42:45.219312

    		-0.3 ms

  





  

    		2026-03-18 15:42:45.908292

    		-0.1 ms

  





  

    		2026-03-18 16:42:46.601551

    		0.0 ms

  





  

    		2026-03-18 17:42:47.365611

    		0.0 ms

  





  

    		2026-03-18 18:42:48.228744

    		0.0 ms

  





  

    		2026-03-18 19:42:50.301937

    		0.0 ms

  





  

    		2026-03-18 20:42:50.310814

    		0.0 ms

  





  

    		2026-03-18 21:42:51.563059

    		0.1 ms

  





  

    		2026-03-18 22:42:52.032495

    		0.0 ms

  





  

    		2026-03-18 23:42:53.631614

    		0.0 ms

  





  

    		2026-03-19 00:42:55.252501

    		0.0 ms

  





  

    		2026-03-19 01:42:56.533486

    		0.0 ms

  





  

    		2026-03-19 02:42:57.760842

    		0.0 ms

  





  

    		2026-03-19 03:42:59.098742

    		0.0 ms

  





  

    		2026-03-19 04:43:00.53882

    		0.0 ms

  





  

    		2026-03-19 05:43:01.904614

    		0.0 ms

  





  

    		2026-03-19 06:43:02.22216

    		0.0 ms

  





  

    		2026-03-19 07:43:02.482081

    		0.0 ms

  





  

    		2026-03-19 08:43:03.570673

    		0.0 ms

  





  

    		2026-03-19 09:43:03.643066

    		0.0 ms

  





  

    		2026-03-19 10:43:04.299135

    		0.0 ms

  





  

    		2026-03-19 11:43:04.717697

    		0.0 ms

  





  

    		2026-03-19 12:43:04.739077

    		0.0 ms

  





  

    		2026-03-19 13:43:05.191507

    		0.0 ms

  





  

    		2026-03-19 14:43:06.00225

    		0.0 ms

  





  

    		2026-03-19 15:43:06.36976

    		0.0 ms

  





  

    		2026-03-19 16:43:06.799833

    		0.0 ms

  





  

    		2026-03-19 17:43:07.888529

    		0.0 ms

  





  

    		2026-03-19 18:43:08.618922

    		0.0 ms

  





  

    		2026-03-19 19:43:10.49293

    		0.0 ms

  





  

    		2026-03-19 20:43:12.33892

    		0.0 ms

  





  

    		2026-03-19 21:43:13.837717

    		0.0 ms

  





  

    		2026-03-19 22:43:14.248204

    		0.0 ms

  





  

    		2026-03-19 23:43:15.845144

    		0.0 ms

  





  

    		2026-03-20 00:43:16.304979

    		0.0 ms

  





  

    		2026-03-20 01:43:17.892338

    		0.0 ms

  





  

    		2026-03-20 02:43:19.256794

    		0.0 ms

  





  

    		2026-03-20 03:43:19.408614

    		-0.1 ms

  





  

    		2026-03-20 04:43:19.711395

    		0.0 ms

  





  

    		2026-03-20 05:43:21.0786

    		0.0 ms

  





  

    		2026-03-20 06:43:21.676551

    		0.0 ms

  





  

    		2026-03-20 07:43:21.870765

    		0.1 ms

  





  

    		2026-03-20 08:43:22.483872

    		0.1 ms

  





  

    		2026-03-20 09:43:22.773701

    		0.0 ms

  





  

    		2026-03-20 10:43:22.79517

    		0.0 ms

  





  

    		2026-03-20 11:43:22.943972

    		0.0 ms

  





  

    		2026-03-20 12:43:23.723399

    		-0.2 ms

  





  

    		2026-03-20 13:43:23.813182

    		0.0 ms

  





  

    		2026-03-20 14:43:24.454325

    		-0.1 ms

  





  

    		2026-03-20 15:43:24.83392

    		0.0 ms

  





  

    		2026-03-20 16:43:26.824114

    		0.0 ms

  





  

    		2026-03-20 17:43:28.234816

    		-0.1 ms

  





  

    		2026-03-20 18:43:28.768806

    		0.1 ms

  





  

    		2026-03-20 19:43:30.293791

    		0.0 ms

  





  

    		2026-03-20 20:43:30.396539

    		0.0 ms

  





  

    		2026-03-20 21:43:31.820068

    		0.0 ms

  





  

    		2026-03-20 22:43:33.434464

    		0.0 ms

  





  

    		2026-03-20 23:43:34.936515

    		0.0 ms

  





  

    		2026-03-21 00:43:36.723415

    		0.0 ms

  





  

    		2026-03-21 01:43:38.539423

    		0.1 ms

  





  

    		2026-03-21 02:43:40.09345

    		0.0 ms

  





  

    		2026-03-21 03:43:40.168881

    		0.0 ms

  





  

    		2026-03-21 04:43:41.050096

    		0.0 ms

  





  

    		2026-03-21 05:43:42.351133

    		0.0 ms

  





  

    		2026-03-21 06:43:42.811227

    		0.0 ms

  





  

    		2026-03-21 07:43:43.57977

    		0.0 ms

  





  

    		2026-03-21 08:43:44.407348

    		0.0 ms

  





  

    		2026-03-21 09:43:44.711147

    		-0.1 ms

  





  

    		2026-03-21 10:43:45.026902

    		0.0 ms

  





  

    		2026-03-21 11:43:47.294464

    		-0.2 ms

  





  

    		2026-03-21 12:43:47.478953

    		0.0 ms

  





  

    		2026-03-21 13:43:49.359046

    		0.0 ms

  





  

    		2026-03-21 14:43:50.096014

    		0.0 ms

  





  

    		2026-03-21 15:43:50.560946

    		0.0 ms

  





  

    		2026-03-21 16:43:52.37488

    		-0.1 ms

  





  

    		2026-03-21 17:43:52.988839

    		0.2 ms

  





  

    		2026-03-21 18:43:53.702496

    		-0.3 ms

  





  

    		2026-03-21 19:43:54.183035

    		0.0 ms

  





  

    		2026-03-21 20:43:54.681604

    		0.0 ms

  





  

    		2026-03-21 21:43:57.039738

    		0.0 ms

  





  

    		2026-03-21 22:43:59.296619

    		0.1 ms

  





  

    		2026-03-21 23:44:01.358004

    		0.0 ms

  





  

    		2026-03-22 00:44:03.249455

    		0.0 ms

  





  

    		2026-03-22 01:44:05.204675

    		0.0 ms

  





  

    		2026-03-22 02:44:07.16941

    		0.0 ms

  





  

    		2026-03-22 03:44:07.247304

    		0.1 ms

  





  

    		2026-03-22 04:44:08.058205

    		0.0 ms

  





  

    		2026-03-22 05:44:09.440208

    		0.0 ms

  





  

    		2026-03-22 06:44:09.987574

    		0.0 ms

  





  

    		2026-03-22 07:44:12.419351

    		0.0 ms

  





  

    		2026-03-22 08:44:12.829222

    		0.0 ms

  





  

    		2026-03-22 09:44:13.03818

    		0.0 ms

  





  

    		2026-03-22 10:44:13.259904

    		-0.1 ms

  





  

    		2026-03-22 11:44:13.429575

    		-0.2 ms

  





  

    		2026-03-22 12:44:13.537005

    		0.0 ms

  





  

    		2026-03-22 13:44:15.024159

    		0.0 ms

  





  

    		2026-03-22 14:44:15.211114

    		0.0 ms

  





  

    		2026-03-22 15:44:15.801659

    		0.0 ms

  





  

    		2026-03-22 16:44:16.176602

    		0.0 ms

  





  

    		2026-03-22 17:44:16.381774

    		0.0 ms

  





  

    		2026-03-22 18:44:16.877083

    		0.0 ms

  





  

    		2026-03-22 19:44:17.069486

    		0.0 ms

  





  

    		2026-03-22 20:44:18.296963

    		0.1 ms

  





  

    		2026-03-22 21:44:19.420451

    		0.0 ms

  





  

    		2026-03-22 22:44:20.091377

    		0.0 ms

  





  

    		2026-03-22 23:44:20.991093

    		0.1 ms

  





  

    		2026-03-23 00:44:21.106149

    		0.0 ms

  





  

    		2026-03-23 01:44:22.241609

    		-0.1 ms

  





  

    		2026-03-23 02:44:24.508451

    		0.0 ms

  





  

    		2026-03-23 03:44:26.250348

    		0.0 ms

  





  

    		2026-03-23 04:44:28.191553

    		0.0 ms

  





  

    		2026-03-23 05:44:28.221694

    		0.1 ms

  





  

    		2026-03-23 06:44:28.302853

    		0.0 ms

  





  

    		2026-03-23 07:44:28.536937

    		-0.1 ms

  





  

    		2026-03-23 08:44:29.101791

    		0.0 ms

  





  

    		2026-03-23 09:44:29.238149

    		0.0 ms

  





  

    		2026-03-23 10:44:29.692208

    		-0.1 ms

  





  

    		2026-03-23 11:44:30.310707

    		-0.1 ms

  





  

    		2026-03-23 12:44:31.406506

    		0.1 ms

  





  

    		2026-03-23 13:44:31.54233

    		-0.1 ms

  





  

    		2026-03-23 14:44:31.618599

    		-0.2 ms

  





  

    		2026-03-23 15:44:32.010878

    		0.0 ms

  





  

    		2026-03-23 16:44:32.792672

    		0.0 ms

  





  

    		2026-03-23 17:44:34.227768

    		0.0 ms

  





  

    		2026-03-23 18:44:34.697306

    		0.1 ms

  





  

    		2026-03-23 19:44:35.018557

    		0.1 ms

  





  

    		2026-03-23 20:44:36.32287

    		0.0 ms

  





  

    		2026-03-23 21:44:36.647316

    		0.0 ms

  





  

    		2026-03-23 22:44:39.451585

    		0.0 ms

  





  

    		2026-03-23 23:44:40.467666

    		0.0 ms

  





  

    		2026-03-24 00:44:41.639355

    		-0.1 ms

  





  

    		2026-03-24 01:44:42.994039

    		0.1 ms

  





  

    		2026-03-24 02:44:44.317751

    		0.0 ms

  





  

    		2026-03-24 03:44:44.56842

    		0.0 ms

  





  

    		2026-03-24 04:44:46.662818

    		0.0 ms

  





  

    		2026-03-24 05:44:47.914543

    		0.0 ms

  





  

    		2026-03-24 06:44:48.890001

    		0.0 ms

  





  

    		2026-03-24 07:44:48.9588

    		0.0 ms

  





  

    		2026-03-24 08:44:49.178786

    		0.0 ms

  





  

    		2026-03-24 09:44:50.12545

    		-0.1 ms

  





  

    		2026-03-24 10:44:51.033808

    		0.0 ms

  





  

    		2026-03-24 11:44:51.132784

    		0.0 ms

  





  

    		2026-03-24 12:44:51.260904

    		-0.1 ms

  





  

    		2026-03-24 13:44:51.425823

    		0.0 ms

  





  

    		2026-03-24 14:44:52.06007

    		-0.6 ms

  





  

    		2026-03-24 15:44:52.391462

    		-0.1 ms

  





  

    		2026-03-24 16:44:52.468962

    		0.2 ms

  





  

    		2026-03-24 17:44:53.575984

    		0.3 ms

  





  

    		2026-03-24 18:44:53.862946

    		0.1 ms

  





  

    		2026-03-24 19:44:55.853121

    		0.0 ms

  





  

    		2026-03-24 20:44:55.859539

    		-0.1 ms

  





  

    		2026-03-24 21:44:56.963261

    		0.1 ms

  





  

    		2026-03-24 22:44:57.088801

    		0.0 ms

  





  

    		2026-03-24 23:44:57.160784

    		0.2 ms

  





  

    		2026-03-25 00:44:57.214377

    		0.0 ms

  





  

    		2026-03-25 01:44:58.656612

    		0.0 ms

  





  

    		2026-03-25 02:45:00.008349

    		-0.2 ms

  





  

    		2026-03-25 03:45:01.427547

    		0.0 ms

  





  

    		2026-03-25 04:45:02.683527

    		0.0 ms

  





  

    		2026-03-25 05:45:04.442197

    		-0.1 ms

  





  

    		2026-03-25 06:45:06.965518

    		0.0 ms

  





  

    		2026-03-25 07:45:07.200403

    		-0.1 ms

  





  

    		2026-03-25 08:45:08.298273

    		1.1 ms

  





  

    		2026-03-25 09:45:08.533115

    		0.0 ms

  





  

    		2026-03-25 10:45:09.063798

    		0.0 ms

  





  

    		2026-03-25 11:45:09.092383

    		0.1 ms

  





  

    		2026-03-25 12:45:09.661369

    		0.0 ms

  





  

    		2026-03-25 13:45:09.764416

    		0.0 ms

  





  

    		2026-03-25 14:45:10.287435

    		0.1 ms

  





  

    		2026-03-25 15:45:10.312981

    		0.0 ms

  





  

    		2026-03-25 16:45:11.141668

    		0.0 ms

  





  

    		2026-03-25 17:45:12.152563

    		0.0 ms

  





  

    		2026-03-25 18:45:13.520962

    		0.0 ms

  





  

    		2026-03-25 19:45:15.102218

    		0.0 ms

  





  

    		2026-03-25 20:45:15.970716

    		0.0 ms

  





  

    		2026-03-25 21:45:16.931446

    		0.0 ms

  





  

    		2026-03-25 22:45:17.436553

    		0.0 ms

  





  

    		2026-03-25 23:45:19.087687

    		0.0 ms

  





  

    		2026-03-26 00:45:20.48646

    		-0.1 ms

  





  

    		2026-03-26 01:45:21.736757

    		-0.2 ms

  





  

    		2026-03-26 02:45:23.300855

    		0.1 ms

  





  

    		2026-03-26 03:45:25.074951

    		0.1 ms

  





  

    		2026-03-26 04:45:26.429285

    		0.0 ms

  





  

    		2026-03-26 05:45:27.693371

    		0.0 ms

  





  

    		2026-03-26 06:45:29.201608

    		0.0 ms

  





  

    		2026-03-26 07:45:30.74451

    		0.0 ms

  





  

    		2026-03-26 08:45:30.930753

    		0.0 ms

  





  

    		2026-03-26 09:45:32.057845

    		0.0 ms

  





  

    		2026-03-26 10:45:32.67189

    		0.0 ms

  





  

    		2026-03-26 11:45:33.780213

    		0.0 ms

  





  

    		2026-03-26 12:45:35.189293

    		0.1 ms

  





  

    		2026-03-26 13:45:37.07709

    		0.0 ms

  





  

    		2026-03-26 14:45:37.642067

    		0.0 ms

  





  

    		2026-03-26 15:45:38.58788

    		0.0 ms

  





  

    		2026-03-26 16:45:39.322973

    		0.0 ms

  





  

    		2026-03-26 17:45:39.620227

    		-0.1 ms

  





  

    		2026-03-26 18:45:40.830327

    		0.0 ms

  





  

    		2026-03-26 19:45:41.005018

    		0.0 ms

  





  

    		2026-03-26 20:45:43.295656

    		0.0 ms

  





  

    		2026-03-26 21:45:43.366947

    		0.0 ms

  





  

    		2026-03-26 22:45:45.663278

    		0.0 ms

  





  

    		2026-03-26 23:45:47.140947

    		0.0 ms

  





  

    		2026-03-27 00:45:48.637361

    		0.0 ms

  





  

    		2026-03-27 01:45:50.079207

    		0.0 ms

  





  

    		2026-03-27 02:45:51.55396

    		0.1 ms

  





  

    		2026-03-27 03:45:52.81106

    		0.0 ms

  





  

    		2026-03-27 04:45:54.185999

    		0.0 ms

  





  

    		2026-03-27 05:45:54.297911

    		-0.1 ms

  





  

    		2026-03-27 06:45:55.037363

    		0.1 ms

  





  

    		2026-03-27 07:45:57.701041

    		0.0 ms

  





  

    		2026-03-27 08:45:58.193118

    		0.0 ms

  





  

    		2026-03-27 09:45:59.178324

    		0.0 ms

  





  

    		2026-03-27 10:45:59.504747

    		0.0 ms

  





  

    		2026-03-27 11:46:00.676834

    		0.1 ms

  





  

    		2026-03-27 12:46:00.979083

    		0.1 ms

  





  

    		2026-03-27 13:46:01.565316

    		0.0 ms

  





  

    		2026-03-27 14:46:02.778936

    		0.0 ms

  





  

    		2026-03-27 15:46:03.105484

    		0.0 ms

  





  

    		2026-03-27 16:46:04.849905

    		0.0 ms

  





  

    		2026-03-27 17:46:04.949217

    		0.0 ms

  





  

    		2026-03-27 18:46:07.794456

    		0.0 ms

  





  

    		2026-03-27 19:46:10.320634

    		0.0 ms

  





  

    		2026-03-27 20:46:12.151195

    		0.0 ms

  





  

    		2026-03-27 21:46:14.148528

    		0.0 ms

  





  

    		2026-03-27 22:46:16.129031

    		0.0 ms

  





  

    		2026-03-27 23:46:17.876608

    		0.0 ms

  





  

    		2026-03-28 00:46:19.460452

    		0.0 ms

  





  

    		2026-03-28 01:46:21.071609

    		0.0 ms

  





  

    		2026-03-28 02:46:22.581103

    		0.0 ms

  





  

    		2026-03-28 03:46:24.262836

    		0.1 ms

  





  

    		2026-03-28 04:46:25.796826

    		0.3 ms

  





  

    		2026-03-28 05:46:27.567415

    		-0.5 ms

  





  

    		2026-03-28 06:53:14.785939

    		0.1 ms

  





  

    		2026-03-28 07:53:16.210219

    		0.1 ms

  





  

    		2026-03-28 08:53:16.373492

    		-0.3 ms

  





  

    		2026-03-28 09:53:17.088557

    		-0.1 ms

  





  

    		2026-03-28 10:53:18.094392

    		0.0 ms

  





  

    		2026-03-28 11:53:18.147954

    		0.0 ms

  





  

    		2026-03-28 12:53:18.177602

    		0.0 ms

  





  

    		2026-03-28 13:53:18.609466

    		0.0 ms

  





  

    		2026-03-28 14:53:19.152676

    		0.0 ms

  





  

    		2026-03-28 15:53:19.254741

    		0.0 ms

  





  

    		2026-03-28 16:53:20.342284

    		0.0 ms

  





  

    		2026-03-28 17:53:22.053753

    		0.0 ms

  





  

    		2026-03-28 18:53:22.261591

    		0.0 ms

  





  

    		2026-03-28 19:53:22.564094

    		0.0 ms

  





  

    		2026-03-28 20:53:24.615623

    		0.0 ms

  





  

    		2026-03-28 21:53:26.707346

    		0.0 ms

  





  

    		2026-03-28 22:53:28.577198

    		0.0 ms

  





  

    		2026-03-28 23:53:29.884915

    		0.0 ms

  





  

    		2026-03-29 00:53:31.192491

    		0.0 ms

  





  

    		2026-03-29 01:53:32.348844

    		0.0 ms

  





  

    		2026-03-29 02:53:33.854002

    		0.1 ms

  





  

    		2026-03-29 03:53:35.110362

    		0.0 ms

  





  

    		2026-03-29 04:53:36.668911

    		0.0 ms

  





  

    		2026-03-29 05:53:38.261417

    		0.2 ms

  





  

    		2026-03-29 06:53:40.827972

    		-1.0 ms

  





  

    		2026-03-29 07:53:40.887699

    		0.0 ms

  





  

    		2026-03-29 08:53:41.420944

    		0.0 ms

  





  

    		2026-03-29 09:53:42.601435

    		0.1 ms

  





  

    		2026-03-29 10:53:44.162894

    		-0.1 ms

  





  

    		2026-03-29 11:53:44.565305

    		0.1 ms

  





  

    		2026-03-29 12:53:46.34087

    		0.0 ms

  





  

    		2026-03-29 13:53:46.453867

    		0.0 ms

  





  

    		2026-03-29 14:53:46.799242

    		0.1 ms

  





  

    		2026-03-29 15:53:47.130243

    		-0.1 ms

  





  

    		2026-03-29 16:53:48.439349

    		0.2 ms

  





  

    		2026-03-29 17:53:49.353111

    		0.0 ms

  





  

    		2026-03-29 18:53:49.522546

    		0.1 ms

  





  

    		2026-03-29 19:53:49.763664

    		0.0 ms

  





  

    		2026-03-29 20:53:49.867199

    		0.0 ms

  





  

    		2026-03-29 21:53:50.132697

    		0.1 ms

  





  

    		2026-03-29 22:53:51.128661

    		-0.1 ms

  





  

    		2026-03-29 23:53:52.593052

    		0.2 ms

  





  

    		2026-03-30 00:53:54.234839

    		0.0 ms

  





  

    		2026-03-30 01:53:55.680779

    		0.1 ms

  





  

    		2026-03-30 02:53:57.269328

    		0.1 ms

  





  

    		2026-03-30 03:53:58.771684

    		0.0 ms

  





  

    		2026-03-30 04:54:00.257356

    		-0.1 ms

  





  

    		2026-03-30 05:54:02.252207

    		0.2 ms

  





  

    		2026-03-30 06:54:02.485977

    		-0.1 ms

  





  

    		2026-03-30 07:54:03.07156

    		-0.1 ms

  





  

    		2026-03-30 08:54:03.218907

    		0.0 ms

  





  

    		2026-03-30 09:54:03.570438

    		0.1 ms

  





  

    		2026-03-30 10:54:03.893782

    		-0.3 ms

  





  

    		2026-03-30 11:54:04.419349

    		-0.1 ms

  





  

    		2026-03-30 12:54:04.809394

    		0.1 ms

  





  

    		2026-03-30 13:54:05.375186

    		-0.1 ms

  





  

    		2026-03-30 14:54:05.884609

    		0.0 ms

  





  

    		2026-03-30 15:54:06.268848

    		-0.1 ms

  





  

    		2026-03-30 16:54:06.530403

    		0.0 ms

  





  

    		2026-03-30 17:54:06.745111

    		0.0 ms

  





  

    		2026-03-30 18:54:06.815729

    		0.0 ms

  





  

    		2026-03-30 19:54:07.411022

    		0.0 ms

  





  

    		2026-03-30 20:54:08.060907

    		0.0 ms

  





  

    		2026-03-30 21:54:10.155743

    		0.0 ms

  





  

    		2026-03-30 22:54:11.669769

    		0.0 ms

  





  

    		2026-03-30 23:54:13.478772

    		0.0 ms

  





  

    		2026-03-31 00:54:15.122717

    		0.0 ms

  





  

    		2026-03-31 01:54:16.556883

    		0.0 ms

  





  

    		2026-03-31 02:54:17.984084

    		0.0 ms

  





  

    		2026-03-31 03:54:19.922517

    		0.0 ms

  





  

    		2026-03-31 04:54:21.763813

    		0.0 ms

  





  

    		2026-03-31 05:54:21.943082

    		0.0 ms

  





  

    		2026-03-31 06:54:22.131487

    		0.0 ms

  





  

    		2026-03-31 07:54:22.472626

    		0.0 ms

  





  

    		2026-03-31 08:54:22.623081

    		0.0 ms

  





  

    		2026-03-31 09:54:23.384628

    		0.0 ms

  





  

    		2026-03-31 10:54:23.762505

    		0.0 ms

  





  

    		2026-03-31 11:54:24.108323

    		0.0 ms

  





  

    		2026-03-31 12:54:24.544638

    		-0.1 ms

  





  

    		2026-03-31 13:54:25.01195

    		0.0 ms

  





  

    		2026-03-31 14:54:25.41162

    		0.0 ms

  





  

    		2026-03-31 15:54:25.674433

    		0.1 ms

  





  

    		2026-03-31 16:54:26.669311

    		0.0 ms

  





  

    		2026-03-31 17:54:27.048215

    		0.0 ms

  





  

    		2026-03-31 18:54:27.753671

    		0.0 ms

  





  

    		2026-03-31 19:54:27.971276

    		0.0 ms

  





  

    		2026-03-31 20:54:30.643164

    		0.1 ms

  





  

    		2026-03-31 21:54:30.821725

    		0.0 ms

  





  

    		2026-03-31 22:54:31.884669

    		0.1 ms

  





  

    		2026-03-31 23:54:33.266091

    		0.0 ms

  





  

    		2026-04-01 00:54:34.528206

    		0.0 ms

  





  

    		2026-04-01 01:54:35.602107

    		0.0 ms

  





  

    		2026-04-01 02:54:36.851146

    		0.0 ms

  





  

    		2026-04-01 03:54:38.154696

    		0.0 ms

  





  

    		2026-04-01 04:54:39.339814

    		0.0 ms

  





  

    		2026-04-01 05:54:40.255717

    		-0.1 ms

  





  

    		2026-04-01 06:54:40.293067

    		0.0 ms

  





  

    		2026-04-01 07:54:41.694717

    		0.0 ms

  





  

    		2026-04-01 08:54:41.840303

    		-0.1 ms

  





  

    		2026-04-01 09:54:41.940088

    		0.0 ms

  





  

    		2026-04-01 10:54:42.085884

    		0.0 ms

  





  

    		2026-04-01 11:54:43.226309

    		0.0 ms

  





  

    		2026-04-01 12:54:44.154744

    		0.0 ms

  





  

    		2026-04-01 13:54:44.748142

    		-0.1 ms

  





  

    		2026-04-01 14:54:45.334172

    		0.1 ms

  





  

    		2026-04-01 15:54:45.354162

    		0.0 ms

  





  

    		2026-04-01 16:54:45.724709

    		0.0 ms

  





  

    		2026-04-01 17:54:46.236751

    		0.1 ms

  





  

    		2026-04-01 18:54:46.298492

    		0.0 ms

  





  

    		2026-04-01 19:54:46.534379

    		0.0 ms

  





  

    		2026-04-01 20:54:47.823205

    		0.0 ms

  





  

    		2026-04-01 21:54:49.76886

    		0.0 ms

  





  

    		2026-04-01 22:54:51.084761

    		0.0 ms

  





  

    		2026-04-01 23:54:52.650449

    		0.1 ms

  





  

    		2026-04-02 00:54:54.155732

    		0.0 ms

  





  

    		2026-04-02 01:54:55.71618

    		-0.1 ms

  





  

    		2026-04-02 02:54:57.134166

    		0.0 ms

  





  

    		2026-04-02 03:54:58.481149

    		-0.2 ms

  





  

    		2026-04-02 04:54:59.764623

    		0.0 ms

  





  

    		2026-04-02 05:55:01.407065

    		0.0 ms

  





  

    		2026-04-02 06:55:03.264836

    		0.0 ms

  





  

    		2026-04-02 07:55:03.440791

    		-0.1 ms

  





  

    		2026-04-02 08:55:03.510235

    		-0.1 ms

  





  

    		2026-04-02 09:55:03.625099

    		0.0 ms

  





  

    		2026-04-02 10:55:03.866769

    		0.0 ms

  





  

    		2026-04-02 11:55:04.548108

    		-0.1 ms

  





  

    		2026-04-02 12:55:05.453909

    		0.0 ms

  





  

    		2026-04-02 13:55:05.715784

    		0.4 ms

  





  

    		2026-04-02 14:55:07.388168

    		-0.1 ms

  





  

    		2026-04-02 15:55:08.155182

    		0.0 ms

  





  

    		2026-04-02 16:55:08.405314

    		-0.5 ms

  





  

    		2026-04-02 17:55:09.862218

    		0.0 ms

  





  

    		2026-04-02 18:55:10.858651

    		-0.1 ms

  





  

    		2026-04-02 19:55:12.606618

    		0.0 ms

  





  

    		2026-04-02 20:55:14.727033

    		-0.2 ms

  





  

    		2026-04-02 21:55:16.613317

    		0.0 ms

  





  

    		2026-04-02 22:55:18.054303

    		-0.1 ms

  





  

    		2026-04-02 23:55:19.364061

    		0.0 ms

  





  

    		2026-04-03 00:55:19.637911

    		0.2 ms

  





  

    		2026-04-03 01:55:21.35259

    		0.1 ms

  





  

    		2026-04-03 02:55:23.127995

    		0.0 ms

  





  

    		2026-04-03 03:55:24.447933

    		0.0 ms

  





  

    		2026-04-03 04:55:25.800842

    		0.0 ms

  





  

    		2026-04-03 05:55:27.199449

    		0.0 ms

  





  

    		2026-04-03 06:55:28.82675

    		0.0 ms

  





  

    		2026-04-03 07:55:28.835018

    		0.0 ms

  





  

    		2026-04-03 08:55:30.714911

    		-0.2 ms

  





  

    		2026-04-03 09:55:31.051016

    		0.0 ms

  





  

    		2026-04-03 10:55:31.621414

    		0.0 ms

  





  

    		2026-04-03 11:55:32.32837

    		0.1 ms

  





  

    		2026-04-03 12:55:32.994995

    		-0.1 ms

  





  

    		2026-04-03 13:55:34.005821

    		0.0 ms

  





  

    		2026-04-03 14:55:34.337265

    		0.0 ms

  





  

    		2026-04-03 15:55:34.462812

    		-0.1 ms

  





  

    		2026-04-03 16:55:34.79495

    		0.0 ms

  





  

    		2026-04-03 17:55:36.547127

    		-0.2 ms

  





  

    		2026-04-03 18:55:36.601466

    		0.1 ms

  





  

    		2026-04-03 19:55:38.407012

    		-0.1 ms

  





  

    		2026-04-03 20:55:38.477401

    		0.0 ms

  





  

    		2026-04-03 21:55:39.227047

    		0.2 ms

  





  

    		2026-04-03 22:55:39.819988

    		0.0 ms

  





  

    		2026-04-03 23:55:41.957552

    		-0.1 ms

  





  

    		2026-04-04 00:55:44.030593

    		0.1 ms

  





  

    		2026-04-04 01:55:45.488655

    		0.0 ms

  





  

    		2026-04-04 02:55:46.57042

    		0.0 ms

  





  

    		2026-04-04 03:55:46.942754

    		0.0 ms

  





  

    		2026-04-04 04:55:48.763549

    		0.0 ms

  





  

    		2026-04-04 05:55:50.414237

    		-0.1 ms

  





  

    		2026-04-04 06:55:50.749699

    		-0.1 ms

  





  

    		2026-04-04 07:55:51.811523

    		0.0 ms

  





  

    		2026-04-04 08:55:52.992532

    		0.0 ms

  





  

    		2026-04-04 09:55:54.107367

    		0.0 ms

  





  

    		2026-04-04 10:55:54.486557

    		0.0 ms

  





  

    		2026-04-04 11:55:54.980029

    		-0.1 ms

  





  

    		2026-04-04 12:55:55.188525

    		0.0 ms

  





  

    		2026-04-04 13:55:55.759223

    		0.0 ms

  





  

    		2026-04-04 14:55:56.37769

    		0.0 ms

  





  

    		2026-04-04 15:55:56.975764

    		-0.1 ms

  





  

    		2026-04-04 16:55:57.496431

    		0.1 ms

  





  

    		2026-04-04 17:55:59.594359

    		0.0 ms

  





  

    		2026-04-04 18:56:00.748971

    		0.0 ms

  





  

    		2026-04-04 19:56:00.996751

    		0.0 ms

  





  

    		2026-04-04 20:56:03.620783

    		0.0 ms

  





  

    		2026-04-04 21:56:06.135093

    		0.0 ms

  





  

    		2026-04-04 22:56:08.422325

    		0.2 ms

  





  

    		2026-04-04 23:56:10.012342

    		0.3 ms

  





  

    		2026-04-05 00:56:10.183922

    		0.0 ms

  





  

    		2026-04-05 01:56:12.115981

    		0.0 ms

  





  

    		2026-04-05 02:56:13.636562

    		0.0 ms

  





  

    		2026-04-05 03:56:15.805188

    		0.0 ms

  





  

    		2026-04-05 04:56:17.406187

    		0.0 ms

  





  

    		2026-04-05 05:56:18.905532

    		0.1 ms

  





  

    		2026-04-05 06:56:19.417618

    		0.0 ms

  





  

    		2026-04-05 07:56:20.509601

    		0.0 ms

  





  

    		2026-04-05 08:56:20.950133

    		0.0 ms

  





  

    		2026-04-05 09:56:21.733009

    		0.0 ms

  





  

    		2026-04-05 10:56:21.753766

    		0.0 ms

  





  

    		2026-04-05 11:56:22.424423

    		-0.1 ms

  





  

    		2026-04-05 12:56:22.549693

    		0.0 ms

  





  

    		2026-04-05 13:56:22.684982

    		0.0 ms

  





  

    		2026-04-05 14:56:22.696281

    		0.1 ms

  





  

    		2026-04-05 15:56:23.30175

    		0.0 ms

  





  

    		2026-04-05 16:56:24.151484

    		-0.2 ms

  





  

    		2026-04-05 17:56:24.839325

    		0.0 ms

  





  

    		2026-04-05 18:56:25.1341

    		0.1 ms

  





  

    		2026-04-05 19:56:25.413222

    		0.0 ms

  





  

    		2026-04-05 20:56:25.500272

    		-0.1 ms

  





  

    		2026-04-05 21:56:26.012537

    		0.1 ms

  





  

    		2026-04-05 22:56:26.752807

    		0.0 ms

  





  

    		2026-04-05 23:56:28.412881

    		0.0 ms

  





  

    		2026-04-06 00:56:30.273589

    		0.0 ms

  





  

    		2026-04-06 01:56:32.132427

    		0.0 ms

  





  

    		2026-04-06 02:56:33.764957

    		0.1 ms

  





  

    		2026-04-06 03:56:35.443595

    		0.0 ms

  





  

    		2026-04-06 04:56:36.221221

    		-0.1 ms

  





  

    		2026-04-06 05:56:38.399442

    		0.0 ms

  





  

    		2026-04-06 06:56:38.819359

    		0.0 ms

  





  

    		2026-04-06 07:56:39.900519

    		0.0 ms

  





  

    		2026-04-06 08:56:40.589536

    		0.0 ms

  





  

    		2026-04-06 09:56:40.815015

    		0.0 ms

  





  

    		2026-04-06 10:56:41.326826

    		0.0 ms

  





  

    		2026-04-06 11:56:41.436633

    		-0.2 ms

  





  

    		2026-04-06 12:56:41.619914

    		0.0 ms

  





  

    		2026-04-06 13:56:41.636195

    		0.0 ms

  





  

    		2026-04-06 14:56:42.606036

    		0.1 ms

  





  

    		2026-04-06 15:56:43.310915

    		0.1 ms

  





  

    		2026-04-06 16:56:43.492887

    		0.0 ms

  





  

    		2026-04-06 17:56:45.215024

    		-0.1 ms

  





  

    		2026-04-06 18:56:47.006797

    		0.0 ms

  





  

    		2026-04-06 19:56:47.702908

    		-0.1 ms

  





  

    		2026-04-06 20:56:48.443046

    		0.0 ms

  





  

    		2026-04-06 21:56:49.620797

    		0.1 ms

  





  

    		2026-04-06 22:56:50.033229

    		0.0 ms

  





  

    		2026-04-06 23:56:50.641411

    		0.0 ms

  





  

    		2026-04-07 00:56:52.919117

    		0.0 ms

  





  

    		2026-04-07 01:56:54.677992

    		0.0 ms

  





  

    		2026-04-07 02:56:56.410282

    		0.0 ms

  





  

    		2026-04-07 03:56:58.255909

    		0.1 ms

  





  

    		2026-04-07 04:56:58.442463

    		0.0 ms

  





  

    		2026-04-07 05:56:59.736085

    		-0.3 ms

  





  

    		2026-04-07 06:56:59.928975

    		0.2 ms

  





  

    		2026-04-07 07:57:00.090538

    		0.0 ms

  





  

    		2026-04-07 08:57:00.500444

    		0.0 ms

  





  

    		2026-04-07 09:57:00.519059

    		0.0 ms

  





  

    		2026-04-07 10:57:00.901735

    		0.0 ms

  





  

    		2026-04-07 11:57:01.110221

    		0.0 ms

  





  

    		2026-04-07 12:57:01.24215

    		-0.1 ms

  





  

    		2026-04-07 13:57:02.286573

    		0.0 ms

  





  

    		2026-04-07 14:57:02.317331

    		0.0 ms

  





  

    		2026-04-07 15:57:02.702044

    		0.0 ms

  





  

    		2026-04-07 16:57:04.025041

    		0.0 ms

  





  

    		2026-04-07 17:57:04.542442

    		0.0 ms

  





  

    		2026-04-07 18:57:04.727608

    		0.0 ms

  





  

    		2026-04-07 19:57:05.153726

    		0.1 ms

  





  

    		2026-04-07 20:57:05.187523

    		-0.2 ms

  





  

    		2026-04-07 21:57:07.001661

    		0.0 ms

  





  

    		2026-04-07 22:57:08.580346

    		0.0 ms

  





  

    		2026-04-07 23:57:10.67233

    		0.0 ms

  





  

    		2026-04-08 00:57:12.264864

    		0.0 ms

  





  

    		2026-04-08 01:57:13.545228

    		0.0 ms

  





  

    		2026-04-08 02:57:14.785138

    		0.0 ms

  





  

    		2026-04-08 03:57:15.352525

    		0.0 ms

  





  

    		2026-04-08 04:57:17.146793

    		0.0 ms

  





  

    		2026-04-08 05:57:17.298456

    		0.0 ms

  





  

    		2026-04-08 06:57:17.793768

    		0.1 ms

  





  

    		2026-04-08 07:57:18.043492

    		0.0 ms

  





  

    		2026-04-08 08:57:18.494203

    		0.0 ms

  





  

    		2026-04-08 09:57:19.266482

    		0.0 ms

  





  

    		2026-04-08 10:57:19.330428

    		0.0 ms

  





  

    		2026-04-08 11:57:20.150168

    		0.0 ms

  





  

    		2026-04-08 12:57:20.426778

    		0.0 ms

  





  

    		2026-04-08 13:57:20.523997

    		0.0 ms

  





  

    		2026-04-08 14:57:20.657628

    		0.0 ms

  





  

    		2026-04-08 15:57:21.087821

    		0.0 ms

  





  

    		2026-04-08 16:57:21.191968

    		0.0 ms

  





  

    		2026-04-08 17:57:22.124274

    		0.1 ms

  





  

    		2026-04-08 18:57:23.049136

    		-0.1 ms

  





  

    		2026-04-08 19:57:23.172376

    		0.1 ms

  





  

    		2026-04-08 20:57:25.764036

    		0.0 ms

  





  

    		2026-04-08 21:57:27.512492

    		0.1 ms

  





  

    		2026-04-08 22:57:29.166125

    		0.0 ms

  





  

    		2026-04-08 23:57:31.029059

    		0.1 ms

  





  

    		2026-04-09 00:57:32.532694

    		0.0 ms

  





  

    		2026-04-09 01:57:33.056294

    		-0.1 ms

  





  

    		2026-04-09 02:57:35.357693

    		0.0 ms

  





  

    		2026-04-09 03:57:36.521793

    		0.0 ms

  





  

    		2026-04-09 04:57:38.035801

    		0.0 ms

  





  

    		2026-04-09 05:57:38.055533

    		-0.1 ms

  





  

    		2026-04-09 06:57:38.142273

    		0.0 ms

  





  

    		2026-04-09 07:57:38.390006

    		0.0 ms

  





  

    		2026-04-09 08:57:38.542194

    		-0.1 ms

  





  

    		2026-04-09 09:57:38.904701

    		0.0 ms

  





  

    		2026-04-09 10:57:39.976217

    		0.0 ms

  





  

    		2026-04-09 11:57:41.392329

    		0.0 ms

  





  

    		2026-04-09 12:57:42.396221

    		0.0 ms

  





  

    		2026-04-09 13:57:43.030376

    		0.0 ms

  





  

    		2026-04-09 14:57:43.75658

    		0.0 ms

  





  

    		2026-04-09 15:57:44.887372

    		0.0 ms

  





  

    		2026-04-09 16:57:46.891222

    		0.1 ms

  





  

    		2026-04-09 17:57:47.007352

    		0.0 ms

  





  

    		2026-04-09 18:57:48.904727

    		0.0 ms

  





  

    		2026-04-09 19:57:50.834456

    		0.0 ms

  





  

    		2026-04-09 20:57:52.515878

    		0.0 ms

  





  

    		2026-04-09 21:57:53.981262

    		0.0 ms

  





  

    		2026-04-09 22:57:55.356799

    		0.1 ms

  





  

    		2026-04-09 23:57:56.974386

    		0.0 ms

  





  

    		2026-04-10 00:57:58.652975

    		0.0 ms

  





  

    		2026-04-10 01:58:00.061676

    		0.0 ms

  





  

    		2026-04-10 02:58:01.472942

    		0.0 ms

  





  

    		2026-04-10 03:58:02.939671

    		0.0 ms

  





  

    		2026-04-10 04:58:04.660998

    		0.0 ms

  





  

    		2026-04-10 05:58:06.126986

    		-0.1 ms

  





  

    		2026-04-10 06:58:06.525156

    		0.0 ms

  





  

    		2026-04-10 07:58:07.921267

    		0.0 ms

  





  

    		2026-04-10 08:58:08.593584

    		0.0 ms

  





  

    		2026-04-10 09:58:09.978319

    		-0.1 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-04-08 19:42:37.257 UTC

    		78.73.233.63

    		Matilda Jackson (MJ1) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-08 19:42:46.181 UTC

    		78.73.233.63

    		Matilda Jackson (MJ1) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-24 17:08:19 UTC.

  

  

    		2026-04-08 19:56:52.118 UTC

    		90.130.55.101

    		Fanny Sturén (FS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-08 19:57:30.261 UTC

    		90.130.55.101

    		Fanny Sturén (FS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-24 17:08:19 UTC.

  

  

    		2026-04-09 03:43:43.712 UTC

    		176.10.228.131

    		John Wattin (JW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-09 03:44:09.214 UTC

    		176.10.228.131

    		John Wattin (JW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-24 17:08:19 UTC.

  

  

    		2026-04-09 05:15:45.027 UTC

    		104.28.45.51

    		Michael Porseryd (MP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-09 05:16:21.922 UTC

    		104.28.45.51

    		Michael Porseryd (MP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-24 17:08:19 UTC.

  

  

    		2026-04-09 19:38:10.277 UTC

    		83.185.245.42

    		Jan Nord (JN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-09 19:39:21.534 UTC

    		83.185.245.42

    		Jan Nord (JN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-24 17:08:19 UTC.

  

  

    		2026-04-10 05:47:37.47 UTC

    		85.115.37.180

    		Mark Jensen (MJ2) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-10 05:51:52.908 UTC

    		85.115.37.180

    		Mark Jensen (MJ2) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-24 17:08:19 UTC.

  

  

    		2026-04-10 09:28:34.076 UTC

    		83.140.77.189

    		Niklas Nordin (NN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-10 09:29:22.366 UTC

    		83.140.77.189

    		Niklas Nordin (NN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-24 17:08:19 UTC.

  

  

    		2026-04-10 10:40:54.464 UTC

    		147.161.188.99

    		Johanna Eklöf (JE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-10 10:48:08.504 UTC

    		147.161.188.99

    		Johanna Eklöf (JE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-24 17:08:19 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


 ========================= ========================= ================= ============================================================================================ 
  Time                      Name                      IP                Activity                                                                                    
 ========================= ========================= ================= ============================================================================================ 
  2026-04-10 07:14:20 UTC   Amanda Sörgårn            147.161.xxx.xxx   The document was created                                                                    
  2026-04-10 07:14:21 UTC   Amanda Sörgårn            147.161.xxx.xxx   A signing link was activated for "Johanna Margareta Eklöf"                                  
  2026-04-10 07:14:22 UTC   Amanda Sörgårn            xxx.xxx.xxx.xxx   A signing request email was sent to "Johanna Margareta Eklöf" at "johanna.eklof@se.ey.com"  
  2026-04-10 10:48:52 UTC   Johanna Margareta Eklöf   147.161.xxx.xxx   The document was viewed by the signer                                                       
  2026-04-10 10:48:53 UTC   Johanna Margareta Eklöf   147.161.xxx.xxx   The document was viewed by the signer                                                       
  2026-04-10 10:48:54 UTC   Penneo system             147.161.xxx.xxx   The document was viewed                                                                     
  2026-04-10 10:48:54 UTC   Penneo system             147.161.xxx.xxx   The document was viewed                                                                     
  2026-04-10 10:49:49 UTC   Penneo system             147.161.xxx.xxx   The document was viewed                                                                     
  2026-04-10 10:49:49 UTC   Penneo system             147.161.xxx.xxx   The document was viewed                                                                     
  2026-04-10 10:49:49 UTC   Johanna Margareta Eklöf   147.161.xxx.xxx   The document was viewed by the signer                                                       
  2026-04-10 10:49:52 UTC   Penneo system             147.161.xxx.xxx   The document was viewed                                                                     
  2026-04-10 10:50:27 UTC   Penneo system             147.161.xxx.xxx   The document signing process was completed                                                  
  2026-04-10 10:50:27 UTC   Johanna Margareta Eklöf   147.161.xxx.xxx   The signer signed the document as Auktoriserad revisor                                      
 ========================= ========================= ================= ============================================================================================ 
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